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ABSTRACT
Currentcongestioncontrol algorithmstreatpacket loss as an in-
dication of network congestion,under the assumptionthat most
lossesare causedby router queuesover�owing. In responseto
losses(congestion),a senderreducesits sendingrate in an effort
to reducecontentionfor sharednetwork resources. In network
pathswherea non-negligible portion of loss is causedby packet
corruption,performancecan suffer due to needlessreductionsof
thesendingrate(in responseto “perceived congestion”that is not
reallyhappening).Thispaperexploresatechnique,calledCumula-
tiveExplicit TransportErrorNoti�cation (CETEN),thatusesinfor-
mationprovidedby thenetwork to bring the transport's long-term
averagesendingrate closer to that dictatedby only congestion-
basedlosses.We discussseveral waysthat informationaboutthe
cumulative ratesof packet lossdue to congestionandcorruption
mightbeobtainedfrom thenetwork or throughfairly generictrans-
port layer instrumentation.We thenexplore two waysto usethis
informationto develop a moreappropriatecongestioncontrol re-
sponse(CETEN).Thework in this paperis donein termsof TCP.
SincenumeroustransportprotocolsuseTCP-like congestioncon-
trol schemes,the CETENtechniqueswe presentareapplicableto
othertransportsaswell. In this paper, we presentearlysimulation
resultsthatshow CETENto bea promisingtechnique.In addition,
this paperdiscussesa numberof practicalandthorny implementa-
tion issuesassociatedwith CETEN.

1. INTRODUCTION
This paperdescribesa techniquefor coping with the potential

suboptimalperformancecausedby thetransportlayer's inability to
derive the reasona packet is dropped1. Today's transportproto-
colsassumethatpacket lossis theresultof a queuein thenetwork
over�owing dueto congestion[15]. However, this assumptionis
falsewhen links in the network path corrupt non-negligible per-
centagesof packets(which aresubsequentlydroppedto ensurere-
liability). In thecaseof purelycorruption-basedloss,thetransport
would ideally continuetransmitting(including retransmittingdata
lost due to corruptionin the caseof a reliable transport)without
altering its sendingrate. Assumethe packet loss rate on a path
is p, which is the sum of the loss rate due to congestion,c, and

� ACM ComputerCommunicationReview, October2004.
1Thediscussionsin thispaperarein termsof TCP[27], but alsoap-
ply to alternatetransportprotocolsandcongestioncontrolschemes
thatusepacket lossasa signalof network congestion(e.g.,SCTP
[33] andTFRC[11, 14]).

the loss rate due to corruptedpackets2, e, so that p = c + e.
[25] shows that TCP throughputis proportionalto 1p

p . The goal
of thework outlinedin thispaperis to makeTCP'sthroughputpro-
portionalto 1p

c (i.e., only theportion of the total lossratecaused
by congestion).Thisapproachshouldyield TCP-friendlinessin the
faceof network congestionwhile increasingTCP'sperformancein
thefaceof corruption-basedloss.

Several approacheshave beenproposedandinvestigatedin the
literatureto mitigatetheproblemscausedby corruption-basedloss,
asfollows.
Fix the errors at the link layer. This mitigationmethodcalls for
links with known high corruptionprobabilitiesto repairthe losses
locally usingForwardErrorCorrection(FEC)[2] or AutomaticRe-
peatreQuest(ARQ) [32]. Thecostof suchrepairmaybea lossof
availablebandwidthor theintroductionof new pathdynamics(ex-
tra delay, jitter, packet reordering,etc.).
Split the transport connection. Thesetechniquescall for intelli-
gententitiesat theend-pointsof a link with known highcorruption
ratesto silentlyterminateandre-initiatetransportlayerconnections
to hide losseson the error-pronelink from the endpoints. I-TCP
[3] is an exampleof the strategy. Considerthe caseof a connec-
tion betweena sender, S, anda receiver, R, that traversesa link
betweentwo intermediatehosts,I 1 andI 2 . Onevariantof this ap-
proachcalls for threedifferent transportlayer connectionsto be
established(transparentlyto theuser):betweenS andI 1 , between
I 1 andI 2 andbetweenI 2 andR. This effectively isolatesthecor-
ruption basedlossesto the connectionbetweenI 1 andI 2 , which
canbe tunedto dealwith suchlossesin a moreaggressive man-
nerthanTCP'sstandardresponse.Thisclassof mitigationmaynot
work whenpacket headersareencrypted(e.g.,whenusing IPsec
[20]).
Corruption noti�cations. Thisclassof mechanismscallsfor send-
ing messagesto thesourceor destinationaddressesof packetsthat
arefound to be in error by an intermediatehost. Thesemessages
canbesentin-band(asin [5, 4]) onthenext packetthatarrivesfrom
the connectionin questionor usingan out-of-bandsignalsuchas
anICMP [26] message.Themessageservesto indicateto theend-
point thatacorruption-basedlossoccurredwith theimplicationbe-
ing that thehostcouldcontinuesendingwithout adjustingits con-
gestioncontrolstate.Thedownsidesof thisstrategy are(i ) thatthe
messagesarebasedon potentially-corruptedinformationandthus

2Note: Therearesituationswherebya packet lossmay, in fact,in-
dicatebothcongestionandcorruption.For instance,apacket could
bemarkedasexperiencingcongestionvia ECN [28] andthenlater
becorruptedanddropped.Also, in somewirelessnetworks, con-
tention for the channel(congestion)may ultimately causepacket
corruption.While thesecasescertainlydeservecarefulthought,we
deferthemto futurework anddo not considerthemfurther in this
paper.
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could be sentto an endpointnot involved in the connectionand
(ii ) in the caseof out-of-bandmessages,an additionalbandwidth
requirementis imposed.

Hybrid schemesthatintermixtheabovestrategieshavealsobeen
developed,suchasTCP snoop[6]. TCP snoopdoesnot split the
end-to-endTCPconnection,but ratherprovidestransportlayerloss
repairat theendsof a link that is known to corruptpackets,while
alsodelayingthelosssignalfrom reachingtheTCPendpoint.TCP
snoopretainsthenotionthattheendpointis ultimatelyresponsible
for lossrecovery, while attemptinglocal lossrecovery to obviate
theneedfor end-to-endrecoveryof lossesdueto corruptedpackets
(whichalsopreventsa needlesscongestionresponse).

In this paperwe offer an initial studyof anadditionalapproach
for mitigatingthe impactof corruption-basedlossescalledCumu-
lativeExplicit TransportErrorNoti�cation (CETEN).Wesharethe
nameCETENwith anearlierwork [21] thatdevelopedmany of the
concepts.Wereferto thespeci�c schemeusedin theoriginalwork
asCE TE NO in this paper. The key ideabehindCETEN is that
the mechanismdoesnot attemptto derive the reasonfor speci�c
packet losses,but ratherusesaggregateinformationprovided by
thenetwork in anattemptto ensurethatTCP's long-termaverage
sendingrate is appropriatefor the congestionlevel of the current
network. Thenetwork providesinformationaboutthecorruption-
basedloss rate, e. The TCP senderusesthis information along
with anestimateof the total lossrate,p, to determinethe fraction
of lossesdueto corruption, e

p (and,therefore,the fraction dueto

congestion,cp = p� e
p ). TCP's congestionresponseis thenaltered

to only take into accountthecongestion-basedlosseswhendeter-
mining thesendingrate.

The remainderof this paperis organizedas follows. x 2 dis-
cussesmethodsfor gatheringenoughinformationto estimateboth
the total lossrateandits components.In x 3 we usethe informa-
tion gatheredvia the mechanismssketchedin x 2 to re�ne TCP's
congestionresponseto moreaccuratelyre�ect only thecongestion-
basedlosses.x 4 presentstheresultsof preliminarysimulationsof
the CETEN techniques.x 5 discussesseveral implementationis-
sues.Finally, x 6 givesour conclusionsanddiscussesfuturework
in this area.

2. GATHERING INFORMA TION
The �rst problemwe tackleis gatheringall the informationre-

quired to untanglethe lossstory into its componentcauses.For
a staticpath throughthe network, total packet lossrate,p, is the
sumof thepacket lossratedueto congestion,c, andthepacket loss
ratedueto corruption(or errors),e. Onceobtained,this informa-
tion mightbeusedby aTCPsenderto adjustits congestioncontrol
responseto include only congestionrelatedloss. Unfortunately,
theTCPsenderhasnoneof theneededinformationon hand.The
remainderof this sectiondiscussesvariouspotentialmethodsof
obtainingenoughinformationto drive a bettercongestioncontrol
response.

2.1 Gathering the Corruption LossRate
As notedin theprevioussectionstheTCPendpointshave no in-

formationaboutwhypacket lossesoccur. Therefore,to �gure out
thelossratecausedby corruption,e, theintermediatenodesalonga
pathneedto beactively involved.While engagingtheintermediate
nodeshasthepotentialto providearich setof informationit is also
problematicin termsof bothperformanceanddeployment. These
practicalissuesarediscussedfurther in x 5. In the following sec-
tionsweprovideataxonomyof possibleschemesfor endpointsand
intermediatenodesalongthenetwork pathto interactto providean

estimateof e to theTCPsender.

2.1.1 Out-of-BandRouterQueries
This methodcalls for the TCP senderto issuesomeform of

ICMP [26] queryto eachrouter(via TTL limiting, ala traceroute)
alongthe pathrequestingthe corruptionlossrateon the attached
link. Currentroutersgenerallykeepthecountersnecessaryto cal-
culatethefractionof corruptedpacketsthatarrive. Theadvantages
of this approachare a rich set of information aboutthe network
pathandno on-the-wirechangesfor thenetwork or transportpro-
tocols (i.e., for the packets of the datatransfer). Changesat the
transportlayer are particularly burdensomesinceevery transport
protocolwouldhaveto bemodi�ed. Disadvantagesof ICMP-based
routerqueriesarethat(i ) additionaltraf�c is requiredto collectthe
information, (ii ) ICMP messagesare unreliable,which will add
complexity to theendhostto robustly obtainthepath's corruption
informationand(iii ) ICMP messagescanbe forged,leadingto a
senderhaving a bogusunderstandingof thenetwork properties.

2.1.2 RouterAdvertisement
A closely relatedtechniqueto the above ICMP request/reply

schemewould be a routeradvertisementschemesimilar in spirit
to severalIP tracebackproposals(e.g.,[31]). Undersucha scheme
arouterwouldsimplychooseeverym-th packetandsendacorrup-
tion estimatefor its link to thesenderof thechosenpacket. Thead-
vantagesof this schemearesimilar to thoseoutlinedfor theICMP
request/replymechanismoutlinedabove. Thatis, thesendergetsa
rich setof informationaboutthecorruptionratewithout changing
the on-the-wirenetwork or transportprotocols. This schemecuts
down onthebandwidthrequiredwhencomparedwith theICMP re-
quest/responseschemesketchedabove dueto theimplicit request.
However, it still requiresextra packetsto beformedandtransmit-
tedby theintermediatenodes.Theresourcesarefurthercontrolled
by giving theroutersanexplicit knobto control theoverhead(i.e.,
m). This schemeexacerbatesthe reliability concernsdiscussedin
the last section. Whena senderis makingan explicit requestthe
sendercanreasonablyjudgewhento sendanotherrequestin the
absenceof a response.However, if a routeradvertisementis lost
thehostwill have to wait for m packetsto traversethat routerbe-
forehaving anotherchanceat obtainingthecorruptioninformation
for the given link. Finally, routeradvertisementscan alsosuffer
from theICMP spoo�ng issueoutlinedabove.

2.1.3 Out-of-BandCumulativeQueries
Another techniquethat can be usedto gathercorruptionrates

from intermediatenodesis out-of-bandcumulativequeries. This
schemeis basedon an in-bandversionoriginally outlinedin [21]
(which will be discussedbelow). This mechanismcalls for an
ICMP messageto betransmittedfrom theTCPsender's hostto the
TCPreceiver's hostthatencodesthe“corruptionsurvival probabil-
ity”. Thecorruptionsurvival probabilityis 1 � e, or theprobability
that a packet will traversethe entirenetwork pathfrom senderto
receiver without beingcorrupted.The senderinitializes the prob-
ability to 1.0. Eachhop alongthe pathmultiplies the probability
containedin the ICMP packet with the corruptionsurvival prob-
ability of the hop's incoming link. The result then replacesthe
probability in the ICMP messagebeforethe packet is forwarded.
The receiving host thenechoscorruptionreportsto the senderin
anotherICMP message.The key differencebetweenthis scheme
andthemechanismsgivenin thelastsectionsis thatthecumulative
querypushestheaggregationof pathinformationto theintermedi-
atenodesthemselvesratherthanrequiringtheTCPsenderto aggre-
gatethe informationfrom multiple queries/advertisements.While
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theout-of-bandnatureof theschemestill requiresadditionaltraf-
�c, the cumulative notion lessensthis traf�c sincea singleprobe
characterizestheentirepath,asopposedto characterizinga link at
a time, asoutlinedin theschemesabove. Thespoo�ng andrelia-
bility concernsdiscussedabove alsoapplyto thismechanism.

An additionalpoint aboutthis cumulative out-of-bandmecha-
nism is that all the routerson a path are not requiredto support
thesequeries.A routerconnectedto links wherecorruptionis neg-
ligible will addnothingto theestimateof thecorruptionrate.That
is, the router will essentiallymultiply the value from the ICMP
messageby 1.0andre-encodetheICMP message.Therefore,such
routerswouldnotneedto wasteresourcesparticipatingin theeffort
to gathere.

Finally, wenotethat[19] discussessimilaruseof ICMP probing
in thecontext of determininga numberof differentpathproperties
(minimumMTU, minimumbandwidth,maximumdelay, etc.).[19]
mentionsthat oneof the propertiesthat could be collectedusing
ICMP messagesis the“maximumerrorrate”,whichwouldexactly
matchthecumulativeschemeweoutlineherein thecaseof asingle
corruption-pronelink in thepath.

2.1.4 In-BandRequests
Anotheroption would be requestsattachedto the datapackets

in the transfer. For instance,an IP option could include a TTL0

�eld andanempty�eld for thecorruptionrate. Thesenderwould
specifya TTL0 in theoption. Whena routeralongthepathdecre-
mentedtheIPTTL to thevalueof TTL0 thentherouterwouldinsert
theprobabilityof corruption-basedlossinto theempty�eld in the
IP option. Thereceiver of thepacket couldthenechothereceived
probabilitybackto thesenderin ACKs. Thesenderwould have to
iteratethrougha rangeof TTLs to determinethecorruptionrateof
theentirepath.

This in-bandschemehasseveraladvantageousproperties.First,
no additionalpacketsarerequiredto beformedandtransmittedin
thenetwork, sincethe reportsarepiggybacked on TCP segments,
saving network resources.While routersstill have to do work to
processthe in-bandrequeststhe work is not likely asintensive as
forming up a new packet. The reportsaremorereliable thanthe
out-of-bandschemesdiscussedabove. Reportson datasegments
arereliable in that if the datapacket is lost the retransmitcanbe
usedto requesttheinformationagain.Thereportsthatareechoed
on ACKs arenot reliablesinceACKs canbelost with little conse-
quencein TCP. However, sendingreportson multiple ACKs will
increasethe chancesof the TCP sendergetting the information
(similar to theway selective acknowledgments[22] andECN [28]
congestionindicationsare senton multiple ACKs for robustness
purposes).Finally, routersthat are not connectedto corruption-
pronelinks do not needto participatein this scheme(sincesuch
routerswould besendinga“no corruptionloss” reportanyway).

This in-bandschemehasdisadvantages,aswell. With the out-
of-bandschemestheintermediatenodecaneasily�nd therequests
for corruptioninformation in the traf�c stream(dueto the ICMP
packet types). Whenusingthe in-bandschemeany packet could
containa requestfor corruptioninformationandthereforepartic-
ipating intermediatenodeswill have to examineall packets. The
in-bandmechanismalsosuffersfrom concernsover forgedreports.
However, theseconcernsare somewhat mitigatedbecausean at-
tacker would have to form an acknowledgmentthat is consistent
with a givenTCPconnection.This reducesthechancesof a blind
attackagainsttheTCPconnectionwhencomparedto blind attacks
usingoneof theout-of-bandschemepresentedabove.

2.1.5 In-BandCumulativeQueries
A �nal classof strategies for gatheringcorruptioninformation

from the intermediatenodesis to usein-bandcumulative queries.
This schemecombinestheideasfrom x 2.1.3andx 2.1.4. The in-
formationgatheredis cumulative,but ratherthanusingICMP mes-
sages,the corruptionsurvival probability is encodedin a �eld or
optionof thedatapacketsandreturnedin a �eld or optionin ACK
packets. This notion wasusedin [21]. The prosandconsof this
schemeareasdiscussedabove in x 2.1.3andx 2.1.4

2.2 Estimating the Total LossRate
At �rst glanceit appearsas thoughTCP would have an accu-

rateestimateof the total lossrate,p, sinceTCP is a reliablepro-
tocol that retransmitssegmentsthatarelost (for whatever reason).
However, TCPis oftentoo aggressive in its lossrecovery behavior
which leadsto unnecessaryretransmissions.[1] presentsInternet
measurementsthatshow asimplecountof retransmissionsprovides
only a grossestimateof thelossrate. For instance,[1] shows that
TCPReno's retransmissionrateis morethan10%higherthanthe
actuallossratein two-thirdsof thetransfersstudiedandin 16%of
the transfersmorethantwice asmany retransmitsasarerequired
aresent.Theresultsfor TCPSACK arebetter, showing a median
differenceof 2% betweentheretransmissionrateandthe lossrate
and75%of theconnectionsspuriouslyretransmittingnomorethan
10%of thetime. Giventheinaccuracy of usingtheretransmission
countasp we exploreseveralmethodsfor obtainingmoreaccurate
informationin thefollowing sections.

2.2.1 Sender-SideEstimation
Oneapproachto obtainabetterestimateof p is to havethesender

infer thelossratevia theretransmissioncount,aswell asadditional
informationthatmight beavailable. For instance,TCP's DSACK
option[12] callsfor thereceiverto reportduplicatesegmentarrivals
to thesender. Thesendercouldusethis informationin conjunction
with theretransmissioncountto calculateamoreaccurateestimate
of the lossrate3. Even without DSACK, TCP canusehints from
the ACK streamto infer that a segmenthasbeenreceived more
thanonce.For instance,sinceaneedlessretransmitdoesnotupdate
any stateat thereceiver a duplicateACK (or anACK with no new
SACK information)is transmittedby thereceiver. Thiscaseismore
complicatedthantheDSACK casebecauseaduplicateACK canbe
sentfor severalreasonsandthereforetheTCPsendermustattempt
to derive thecauseof theduplicateACK.

[1] providesthedetailsof a sender-sidelossestimationscheme
(known asLE AST), assketchedabove. In addition,[1] presents
Internetmeasurementsshowing thatestimatingthelossratewithin
10% of the true lossrate is possiblein over 90% of the transfers
(regardlessof TCP variantemployed). Furthermore,whenusing
DSACK aTCPsenderis ableto estimatewithin 1%of thetrueloss
rate in over 97% of the transfersandwithin 10% of the true loss
ratein over 99%of thetransfers.

In the context of CETEN, accuratelyestimatingthe total loss
ratefrom TCP senderwith no additionalprotocolmachinery(ala
LE AST) is ideal. The outstandingquestionwith using sender-
sideestimationis whethertheaccuracy is “goodenough”.

3DSACKs arenot sentreliably andthereforean exact determina-
tion of the lossrateis not alwayspossibledueto ACK lossin the
network. In addition, spuriousretransmissionsare not the only
causeof DSACKs. Packet duplicationin somenetwork element
couldalsocausesuchbehavior, for instance.
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2.2.2 Receiver-SideEstimation
An alternateto sender-sideestimationis for thereceiver to esti-

matethe lossrateandtransmitthe informationbackto thesender
in ACK packets. This is analogousto theapproachusedin TFRC
[11, 14] for rate-basedcongestioncontrol. Sucha schemecould
disregardspuriousretransmitsin the lossestimate. On the other
hand,simplycountingsegmentsthatarrive outof ordermaycause
anoverestimateof thelossratedueto packet reorderingin thenet-
work [7]. Finally, in theCETENcontext a receiver-basedlossesti-
matorwould needa new TCPoptionto convey thelossrateto the
senderfor usein adjustingthecongestionresponse.

We are not aware of any concreteschemefor accuratelyesti-
matingthelossratefrom theTCPreceiver's vantagepoint. Future
work couldincludedesigningsuchaschemeandcomparingtheac-
curacy with thatof LE AST . In addition,sucha schemewould be
of generalusein network monitoring– even if it wasnot usedfor
CETEN.

2.2.3 EndpointCooperation
A third classof methodsto gatherthe total lossrateis to usea

cooperative countingmechanismbetweentheTCP senderandre-
ceiver. Suchamechanismwouldcall for thesenderto keeptrackof
thetotalnumberof segmentssent,Ss , within aparticularsequence
range.Thesenderwould thenquerythereceiver for thetotal num-
berof segmentsthatarrived,Sa , in thegivensequencerange.The
numberof lossesin the given rangeis then easilydeterminedas
Ss � Sa . The advantageof this schemelies in its simplicity and
robustness.

One disadvantageof this schemeis that additionalstateis re-
quiredat boththesenderandreceiver – although,we expectthata
simpletableof countersdoesnot representa high barrierto using
sucha scheme.Anothercostof this methodis thatadditionalon-
the-wireprotocolmachineryis requiredto exchangeinformation
aboutthenumberof segmentsthatarrive at thereceiver.

2.2.4 QueryingRouters
A �nal classof schemesto obtainanestimateof p would be to

querytheroutersalonga givennetwork pathasdiscussedabove in
termsof gatheringe. To gatherthe total lossratea schemecould
eithergatherp directly or gatherc andcalculatep asc + e. The
variousclassesof mechanismsdiscussedin x 2.1 (in thecontext of
determininge) with theirassociatedcostsandbene�tswouldapply
to gatheringcongestioninformationor total lossrates,aswell.

[21] discussesa particularcumulative in-bandversionby gath-
ering c from thenetwork in thecontext of CETEN.The notion is
similar to thatdiscussedin x 2.1.5in thata new header�eld is in-
troducedthatrepresentsthecongestionsurvival probability(1� c),
which is initializedto 1.0by theTCPsender. Eachhopupdatesthe
valuein thepacket basedon their level of congestion.Thevalueis
echoedbackto thesenderin ACK packets.

Onepracticaldisadvantageof countingon helpfrom therouters
to determinep or c is thatall theroutersmustparticipateor thees-
timateswill endup low andthecongestionresponsewill notbeac-
curate.As discussedabove ubiquitousdeploymentis not required
whenqueryingroutersfor corruptioninformationonly. In practi-
cal terms,ubiquitousdeployment is a signi�cant disadvantageto
relying onhelpfrom intermediatenodesto determinep or c.

2.3 Practical Concerns
A numberof theschemessketchedin theprevious two sections

querytheintermediatenodesin thenetwork for information— ei-
ther via headeroptionsor ICMP messages.Above we have dis-
cussedtheidealistictradeoffs in differentgatheringtechniques(e.g.,

additionalbandwidthrequirementsvs. easeof �nding information
requests).However, thereareanothersetof tradeoffs thatalsocome
into play if thesetechniqueswereto beusedin realnetworks. The
Internethasevolvedaway from its textbookdescriptionin a num-
berof areasfor many reasons.A casein point is thatmiddleboxes
cancauseunexpectedbehavior. [23] outlinesexperimentsto over
80,000web serversthat provide two key �ndings that impact the
informationgatheringtechniquespresentedabove.

� Roughly17%of thewebserverstesteddo not supportPath
MTU Discovery (PMTUD) [24] dueto ICMP packetsbeing
discardedby anintermediatenode.(30%of thewebservers
did notattemptPMTUD andso,17%is a lower bound.)

� Whenanunde�nedIP option(simulatingafreshlymintedIP
option) is includedon the SYN segmentsentby the client,
70% of the connectioninitiations fail, comparedwith 2%
whenno IP optionsareincluded.

Thesetwo �ndings will ultimately impacton theway protocols
and protocol extensionsare designed. And, in particular, if the
techniquesoutlinedin this paperareever to deployed theseissues
will have to betackled.

2.4 ChoosingGathering Techniques
TheCE TE NO scheme[21] gatheredestimatesof bothc ande

via cumulative in-bandqueryingof theroutersin a particularpath.
Thesevalueswerecomputedby routersusinga fastmoving aver-
age.

Thework presentedin this papergatherse usingthecumulative
in-bandqueryingtechnique(from x 2.1.5). We madethis choice
mainly dueto the low overheadandeaseof implementation.We
do not necessarilyarguethatthis techniquewould bethebestpath
forwardfor real implementations.Our goal in this paperis to gain
aninitial understandingof how CETENtechniquesmaywork and
not to do�ne-grainedengineeringof protocolextensions.For gath-
eringp we implementtheLE AST algorithmsin theTCP sender
(as discussedin x 2.2.1). We considerthis to be more practical
for CETEN than to requireassistancefrom all the routersalong
a pathfor CETEN to work properly. In addition,usingLE AST
is morepalatablefrom a deploymentstandpointthanthe receiver-
basedschemeor the cooperative counting techniquedue to the
communicationrequirementsthesesolutions impose. However,
future work could include comparingCETEN when using total
loss information gatheredin different ways to gaugehow sensi-
tive CETEN is to the accuracy of the p estimates.In contrastto
CE TE NO , becauseour estimateof p is a long-termaverage,we
alsouselong-termaveragesof e whichhastheadvantageof easing
somecomputationalburdenon routersaswell.

3. A NEW CONGESTION RESPONSE
As discussedabove,TCPperformancehasbeenshown to bepro-

portionalto 1p
p , wherep is thetotal packet lossrate.However, by

gatheringinformationaboutthe componentsof p, asdiscussedin
thelastsection,our goalis to changeTCP'scongestioncontrolre-
sponseto be proportionalto 1p

c , wherec is the congestion-based
lossrate.As furthermotivation,�gure 1 is alog-logplot thatshows
theperformancepredictedby theTCPmodel[25] asa functionof
p. The network is assumedto have a round-trip time (RTT) of
0.5 secondsand the modeledTCP hasa maximumsegmentsize
(MSS) of 1460bytes. The performanceis given for both a stock
TCPandanalternateTCPthatis ableto determinethat75%of the
packet lossis causedby corruption(i.e., e

p = 0:75). As shown in
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Figure 1: Performance computed using Padhye's TCP model
with and without packet corruption being tr eated as conges-
tion.

the plot, a TCP that canderive the true congestionrate from the
overall lossrateenjoys performancebene�ts.

While TCP's ultimateperformanceis well modeledby theTCP
equation,the formula is not directly implementedin the proto-
col. Therefore,simply replacingp with c asin theabove idealized
analysisis not feasible4. TCP's sendingrate is controlledusing
a congestion window (cwnd) which dictatesthe numberof seg-
ments5 that can be transmittedinto the network beforereceiving
anacknowledgment.TCPobeys additive-increase,multiplicative-
decrease(AIMD) congestioncontrol [15]. In theabsenceof loss,
the TCP senderincreasescwnd by roughly 1 segmentper RTT.
When loss is observed the TCP senderhalves cwnd. Thesein-
crease/decreasedecisionsultimatelyyield performancethat is pre-
dictedby the TCP model. The next two subsectionsexplore two
differentmethodsfor alteringTCP's congestioncontrol decisions
in anattemptto obtainperformancethatis consistentwith thecon-
gestionlevel in thenetwork ratherthanthetotal lossrate.

3.1 Probabilistic Response
First we explore a schemethat probabilistically performsmul-

tiplicative decrease,denotedCE TE NP . In this scheme,a coin
is weightedwith the probability of losing a segmentdue to con-
gestion, c

p . Eachtime stockTCP would multiplicatively decrease
cwnd, thecoin is �ipped. If the�ipped coin landson the“conges-
tion” side,thentheTCPsenderdecreasesthecwndby half (i.e.,the
standardmultiplicative decrease).Otherwise,theTCPsenderdoes
notchangethecwndatall. Thenotionis thatthelong-termaverage
behavior of theTCPwill becorrect.Thatis, theconnectionwill re-
ducethecwndin roughlytheright numberof casesover thecourse
of theconnectionsothatthecongestionresponseis approximately
proportionalto 1p

c . For instance,assume10% of the losseson a
particularconnectionarecorruption-based.In this case,in roughly
10%of thecaseswhenTCPwouldnormallyreducecwnd(andthus
its sendingrate)by half, cwndis not alteredat all, andthesending
rate is not reduced. [9] provides an analytic analysisthat shows
CE TE NP to beproportionalto 1p

c .

4For rate-basedtransportprotocols,suchasTFRC[11,14], simply
replacingp with c is thenaturalandappropriateapproach.
5TCP actually trackscwnd in termsof bytes. However, we use
segmentsin thediscussionin thispaperfor simplicity.

3.2 Adaptive Response
Next we introducea CETENvariantthatusesadaptiveconges-

tion windowreduction, denotedCE TE NA . Ratherthan proba-
bilistically choosingwhetherto reducecwnd(by one-half)or not,
CE TE NA reducesthecwndoneverylossevent,but by anamount
thatmaybelessthanthestandardone-half.Speci�cally, CE TE NA

usesthefractionof losscausedby corruptionto determinethemul-
tiplicativedecreasefactor (MDF) accordingto thefollowing equa-
tion:

M D F =
1 + ( e

np )k

2
(1)

Then andk parametersallow for theshapingandboundingof the
multiplicativedecreasefactor. EachtimeacurrentTCPmultiplica-
tively decreasescwnd, thefollowing reductionis usedinstead:

cwnd = cwnd � M D F (2)
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Figure 2: Multiplicati ve decreasefactor as a function of the
fraction of corruption-based losses.

Figure2 shows the MDF asa function of e
p for variousn and

k values. When n = k = 1, the MDF exactly counteractsthe
negative performanceimpactcausedby corruptionbasedlossand
provides TCP with the sametheoreticalperformanceas the case
whenonly thecongestion-basedlossis present(this is shown an-
alytically in [9]). Whenall lossis dueto congestion,thestandard
MDF of 1

2 is used,whereaswhenall lossis dueto corruption,no
decreasein cwndis performed(MDF=1.0).

A simplewayto make theMDF moreconservative is to increase
n, asshown in then = 2; k = 1 casein �gure 2. In this casethe
MDF is still linearasthefractionof corruption-basedlossincreases
from 0.0to 1.0.However, theamountTCPwill reducethewindow
is more than in the n = k = 1 case— to the point of always
requiringareductionin cwndevenwhenall lossis causedbypacket
corruption.SuchanMDF functionwill still show suboptimalTCP
performancein thefaceof corruption-basedloss,but obtainbetter
performancethanstandardTCPwith anMDF �x edat0.5.Another
methodto make the MDF moreconservative is to usek to shape
thefunction.For example,theMDF canbeshapedasshown in the
n = 1; k = 2 caseon�gure 2. In thiscase,at low corruptionrates,
CE TE NA is moreconservative, but at high corruptionratesthe
MDF grows morerapidly.

Any continuousmonotonically-increasingfunction that is no
moreaggressive thanthen = k = 1 line on �gure 2 andis based
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on e
p can be usedto determinethe MDF. Thereare tradeoffs no

matterwhat function is consideredandan in-depthcomparisonof
MDF functionsis beyond the scopeof this paper. Therefore,for
theremainderof thispaperwewill useequation1 with n = k = 1
astheMDF.

4. PRELIMIN ARY SIMULA TIONS
This sectionofferspreliminaryns-26 simulationsof CE TE NP

andCE TE NA . All simulationsconsistof a senderandreceiver
separatedby two routers.Thelinks betweentheendpointsandthe
routershavebandwidthsof 1 Gbpsandone-waypropagationdelays
of 3 ms. The link betweentheroutershasa bandwidthof 5 Mbps
anda one-way propagationdelayof 40 ms. The drop-tail queues
in therouterscanhold 150packets.TheTCPsuseSACK [22, 10],
DSACK [12], advertisedwindowsof 500packets,amaximumseg-
mentsizeof 1460bytesanddelayedACKswith a100msheartbeat
timer. TheTCPsendersusetheDSACK variantof theLE AST al-
gorithm to estimatethe total lossrate[1]. All simulationsrun for
1 hour to assessthe long-termsendingrateof TCP with CETEN.
Corruption-basederrorsareintroducedvia a uniform randompro-
cessonthelink betweentheroutersthroughaprogrammablepacket
corruptionrate. Using a uniform randomprocessfor generating
corruptionbasederrorsis not terribly realistic. However, for this
initial evaluationwe did not want to focuson any particularlink
technology. That said,AppendixA providesresultsfrom simula-
tionsinvolving variousburstylossmodels;theresultsaregenerally
consistentwith thoseof theuniformlossprocess.Therefore,for the
resultspresentedin thebodyof thepaperweutilize only auniform
lossmodelandnotethat evaluatingCETEN undermorerealistic
conditionsis future work. The routersin our network do not at-
temptto dynamicallyassessthecorruptionrate,but ratherjust use
the programmedcorruptionrate. x 5.3 discussesthe needfor fu-
turework in this area.Thecorruptionratesettingis veri�ed to be
within 10%of theobserved corruptionratein all simulations.Fi-
nally, eachpoint on the plots presentedin this sectionrepresents
themeanof 30 randomsimulationruns.
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Figure3: Performanceof a singleTCP �o w asa function of the
corruption rate.

4.1 SingleFlow Simulations
Figure3 shows TCP performanceasa function of the corrup-

tion rate for a simple simulationscenarioconsistingof a single
TCP �o w. Packet corruptionis appliedonly to datapackets. The
6http://www.isi.edu/nsnam/

“StockSACK” line ontheplot showsthegoodputof unalteredTCP
SACK. As expected,the goodputof TCP dropsasthe numberof
lossesincrease(nomatterwhatthecause).

Next we considerthe CE TE NA resultsreportedin �gure 3.
CE TE NA is able to obtain betterperformancethan stock TCP
acrossabreadthof corruptionrates.While thegoodputobtainedby
CE TE NA decreasesasthecorruptionrateincreases,thegoodput
obtainedby CE TE NA at high corruptionratesis still roughlyan
orderof magnitudemorethanstockTCPSACK. Thefundamental
causeof thereductionin goodputasthecorruptionrateincreasesis
lost retransmitswhich requiretheexpirationof theretransmission
timer (RTO) in orderto repairwhenusingns' sack1 TCP variant
(asoutlinedin [10]). The �ring of theRTO timer effectsgoodput
in threeways.First, theidle time spentwaiting for theRTO to �re
representsmissedopportunitiesto transmitdata. Second,during
this idle periodTCPis wastingopportunitiesto increasecwnd. Fi-
nally, whenthe RTO �res the TCP senderclearsits “scoreboard”
of collectedSACK informationperRFC2018[22]. Therefore,the
TCP sendertransmitsa burst of packets (allowed becausee=p is
closeto 1.0, meaninglittle cwndreductionoccurs)startingat the
currentcumulative ACK point regardlessof whetherall of these
packetsrequireretransmission.Thesegmentsthatareunnecessar-
ily retransmittedrepresentwastedbandwidththatcouldhave been
putto betteruse.Theprobabilityof losingagivenpacketandits re-
transmissionis O(p2), which explainswhy thegoodputreduction
increasesasthecorruption-rateincreases.
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Figure 4: Example evolution of cwnd over time (with losses
notedastick marks on the x-axis).

The �nal line on �gure 3 shows thegoodputof theCE TE NP

variant. As shown, CE TE NP performsbetter than stock TCP
SACK, but not aswell asCE TE NA . The causeof the discrep-
ancy in performancebetweenCE TE NP andCE TE NA in these
simplesimulationsis CE TE NP 's lack of backoff in certaincir-
cumstances.To illustratethis, �gure 4 shows theevolution of the
cwndover time for a standardTCPconnection(without CETEN).
The plot shows � ve losspoints, which are marked with ticks on
thex-axis. Thethird lossis causedby packet corruptionwhile the
remaininglossesarecausedby congestion.In theabsenceof cor-
ruptionlosses,thecwndnaturallyoscillatesbetweenW

2 andW , as
expected.At point“A”, however, theTCPexperiencesacorruption-
basedloss.Thiscausesthecwndto bereducedby half. Whenusing
CE TE NP , “A” is adecisionpointwheretheTCP�ips aweighted
coin. Regardlessof theoutcomeof thecoin �ip, theTCPwill con-
tinuetransmissionwith noadditionalproblem.However, thatis not
thecaseatpoint “B”. WhentheTCPexperienceslossatpoint “B”,
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(the network's limit) andCE TE NP �ips the coin, therearetwo
possibleoutcomes:congestionor corruption.Whenthecoin lands
on “congestion”,theconnectionwill reducecwndby half andcon-
tinue transmissionasshown in thediagram.Whenthecoin lands
on “corruption”, theconnectionwill not reducecwndandcontinue
transmission.However, sincecwnd is W , the saturationpoint of
thenetwork,andis notreduced,additionallosseswill occur. These
losseswill trigger additionalcoin �ips until a coin �ip eventually
forcestheTCPsenderto reducecwnd.

Figure4 showsthelimitedutility of CE TE NP in networkswith
little or nomultiplexing. In otherwords,in somecasesCE TE NP

ultimately hasno choiceon whetherto reducecwnd. Therefore,
the fractionof thecasesin which not reducingcwndactuallyaids
performanceis lessthanpredicted.Putanotherway, if 10%of the
lossis dueto corruptionthentheTCPsenderwill beableto avoid
reducingcwndby half on theorderof 1% of thetime. CE TE NP

maywork betterin networkswith ahigherdegreeof statisticalmul-
tiplexing thanthatusedin thesimplesimulationspresentedabove.
In suchcases,when a congestionloss happens,it doesnot nec-
essarilymeanthat any given TCP will be the predominantcause
of the congestion.Hence,as long assomenumberof competing
�o ws slow down, a particularCE TE NP �o w maynot be forced
to reducecwndon congestion-basedloss.

4.2 Simulationswith Competing Traf®c
Our secondsetof simulationsinvolvesa morecomplex traf�c

patterndesignedto explore CETEN in an environmentwith com-
peting traf�c. Thesesimulationsinvolve oneTCP connectionin
eachdirectionacrossournetwork. Weprovide resultsfor only one
of thetwoTCPconnectionsin thispaper, howeverwenotethatboth
TCPconnectionsperformsimilarly. In addition,5 on/off constant
bit-rate(CBR) �o ws areconstructedin eachdirection.TheseCBR
�o ws have on andoff timespicked randomlyfrom anexponential
distributionwith ameanontimeof 2.5secondsandameanoff time
of 10seconds.Whenon,eachCBR�o w transmitsat1 Mbps(one-
�fth of thebottleneckbandwidth).Thecorruptionrateis appliedto
all traf�c in thissetof simulations.
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Figure 5: TCP goodput in a congestednetwork as function of
the corruption rate.

Figure5 shows theTCPgoodputobtainedin simulationsinvolv-
ing competingtraf�c asa function of the corruptionrateapplied
to thenetwork. The“Stock SACK” line shows theperformanceof
stockTCPSACK. As in thelastsection,theperformancedropsas
thetotal lossrateincreases,asexpected.

CE TE NA shows largely the samecharacteristicsin �gure 5

asdiscussedin x 4.1, obtainingup to an orderof magnitudebet-
ter performancethanstockTCP. The performancedegradationof
CE TE NA asthecorruptionrateincreaseshasthreefundamental
causes.First, a portion of the performancedegradationis appro-
priatesincethe network is congestedandthereforethe TCP con-
nectioncannotexpect to utilize the full capacity. The plot illus-
tratesthispoint in showing thatCE TE NA doesnotutilize thefull
capacityeven whenthereis little or no corruption-basedloss (in
contrastto the resultsshown in x 4.1). The secondcauseof the
performancedegradationis ACK loss.TheLE AST algorithmfor
estimatingthetotal lossratedependsonreceiving DSACK noti�ca-
tionsfrom thereceiver. WhentheseACKsarelost,thesenderover-
estimatesthe total loss rate(which, in turn, decreasesthe MDF).
The �nal causeof performancedegradationfor CE TE NA is lost
retransmits,asdiscussedin x 4.1.

As in thesingle�o w tests,CE TE NP shows improved perfor-
mancewhencomparedto stockTCP SACK while not enhancing
goodputasmuchasCE TE NA . Thesuggestionin thelastsection
that CE TE NP would work betterin an environmentwith some
statisticalmultiplexing seemsto be true. However, CE TE NP is
still susceptibleto situationswherethechoiceof whetheror not to
reducecwndis effectively takenaway from theTCPsender.

4.3 FairnessSimulations
The simulationspresentedabove show that both variants of

CETEN offer performancebene�ts in networks with a non-neg-
ligible amountof corruption-basedloss.Wenow turnourattention
to a preliminaryanalysisof the dynamicsof CETEN in the pres-
enceof morethanoneTCP connectionsharingthe network path.
Over a commonnetwork path,TCP hasbeenshown to converge
to a statewhereall connectionsreceive their “f air share”,or about
1
N -th of theavailablebandwidthwhenN TCPconnectionsareac-
tive (which our resultsalsocon�rm). To investigatethe impactof
CETEN on this propertyof TCP, we usesimulationsthat utilize
thesamesetupusedin thelasttwo sections,with a differenttraf�c
mix. In thissectionweexploresimulationswith 10and50compet-
ingTCPconnectionsrunningin eachdirectionacrossoursimulated
path.All connectionsrun thesameTCPvariant.To assessfairness
we useJain's fairnessindex [17]. Theindex is computedas:

f (x1 ; x2 ; � � � ; xn ) =

 
nX

i =1

x i

! 2

n �
nX

i =1

x2
i

(3)

wherex i is the total numberof bytestransferredby connection
i andn is the total numberof connectionsin the simulation. A
fairnessindex of 1.0 indicatesthat each�o w transmitsthe exact
samenumberof bytes.

Figure 6 shows the averagefairnessindex for the 10 and 50
connectionsimulationsasa functionof thepacket corruptionrate.
Theseplotsleadto severalobservations:

� Whenthecorruptionrateis lessthanorequalto 10%,all TCP
variantsstudiedachieve fairnessindicesof roughly0.95–1.0,
indicatingthat the bandwidthis beingsharedroughly equi-
tablyamongstall the�o ws (in bothsetsof simulations).

� Whenthecorruptionrateis in the0–10%range,stockTCP
SACK is morefair thaneitherCETENvariantatmostpoints
studied. The throughputdifferencebetweenconnectionsis
due to CETEN's aggressiveness(and sometimesover-agg-
ressivenessas will be shown in the next section)causing
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Figure6: Averagefair nessindices.

morespreadin the performanceattained.However, the re-
ductionin fairnessoverstockTCPSACK doesnot represent
asigni�cant departurefrom thewaystockTCPSACK shares
thebottleneck.

� Corruptionratesof greaterthan 10% causedegradationin
fairnessacrossall variantsof TCPtested.As thepacket cor-
ruptionrateincreasesfrom 10%to 20%,stockTCPSACK's
fairnessindex dropsby roughly0.2 (in both setsof simula-
tions).As outlinedin x 4.1,asthelossrateincreases,TCPis
moreproneto relying on the retransmissiontimer (RTO) to
repair loss. Oncein this small cwndregime,TCP's perfor-
manceis moreproneto vary basedon thespeci�c lossesthe
connectionexperiences.Therefore,competingTCPsbehave
differentlybecausethey areexposedto variouslossamounts
andpatterns– eachof which hasa large impacton perfor-
mance.CE TE NP generallytracksstockTCPSACK when
thecorruptionrateismorethan10%becauseof CE TE NP 's
susceptibilityto being forced to reducecwnd in high loss
environmentsandthereforebehave roughly asa stockTCP
�o w. CE TE NP is not quiteasproneto reducingcwndas
stockTCPSACK andthereforeis ableto keepthecwndalit-
tle largerandshow a slight increasein fairness.CE TE NA

is generallymoreaggressive thanstockTCP SACK andso
is not as likely to fall into the small cwnd regime where
performanceis dictatedby speci�c lossevents. Therefore,
CE TE NA is ableto betterkeepits fairnesshighbecauseall
the connectionsbene�t from stayingout of the small cwnd
regime..

Generally, theCETENschemeshave fairnesscomparableto (or
only slightly lessthan)that of stockTCP at the lower error rates.
At the higher error rates,CE TE NP is slightly more fair than
stockTCP, asbothexperiencefastdegradationsin fairness,while
CE TE NA 'sfairnessindex is shown to beabit morerobustto high
errorrates.

4.4 FriendlinessSimulations
The simulationspresentedin the last sectionshow that both

CE TE NP andCE TE NA leavethemultiplexing abilitiesof TCP
intact whenTCP is competingonly with like �o ws. In this sec-
tion weexplorea furtherquestionasto whetherTCPsendersusing
CETEN modi�cations competein a “friendly” mannerwith stock

TCPsenders.We considertwo differentnetwork conditionsin this
section.The�rst conditionis whene is high enoughto ensurethat
the aggregatestockTCP SACK traf�c from all �o ws on the net-
work cannotconsumethebottleneckbandwidth.Thesecondcase
we explore is a casewhen the aggregatestock TCP SACK traf-
�c cansaturatetheavailablecapacityregardlessof thecorruption
lossespresentin thenetwork. We establish“ideal friendliness”as
theaveragestockTCPSACK performancewith no CETEN�o ws
arepresentin thenetwork. Wewouldhopethattheperformanceof
stockTCPSACK would not deviate from this idealwhenCETEN
�o ws areintroducedinto thenetwork.

4.4.1 UnderutilizedNetwork
Our �rst experimentinvolvesthesamedumbbelltopologyused

in our previous simulations.In the �rst setof simulationswe ini-
tiated50 TCPconnectionsall from thesameendpointandapplied
a corruptionrateof 1% to the datapackets. The numberof con-
nectionsutilizing CETENvariesfrom 0–50with stockTCPSACK
sendersmakingup the remainderof the connections.The simu-
lationsrun for 5 minutes.Thebottleneckbandwidthin this setof
simulationsis 100Mbps(which is approximatelytwice thecapac-
ity that canbe consumedby 50 stockTCP SACK �o ws with the
givenRTT andcorruptionrate).

Figure7 shows theaveragethroughputof thestockTCPSACK
�o ws as a function of the fraction of CETEN �o ws used. The
plot �rst shows thatCE TE NP andCE TE NA performsimilarly.
Also, theplot shows thattheaverageperformanceof thestockTCP
SACK �o ws decreasesas the numberof CETEN �o ws increases
(by roughly10%when90%of the�o ws useCETEN).Thereason
for the performancedegradationis that CETEN is moreeffective
in utilizing the available capacity. Therefore,CETEN generates
congestion-basedlosseswheretherewerenonewithout CETEN.
Therefore,thetotal lossrateis increasedandp is whatdetermines
stockTCPSACK performance.Thepoint where40%of thecon-
nectionsuseCE TE NA is clearlyanoutlier on theplot. We have
not yet beenableto nail down a causeof this anomaly. However,
wenotethatthepointis only acoupleof percentagepointsdifferent
from wherethepoint “shouldbe” andthereforedoesnot presenta
largeproblemfor CE TE NA . We will continueto searchfor the
sourceof thisoutlier.

Figure 8 shows the bottleneckutilization as a function of the
fractionof CETEN�o ws active in thenetwork. This �gure shows
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Figure 7: Stock TCP thr oughput as a function of the fraction
of CETEN �o ws in a network with a 100Mbps bottleneck.

 0.4

 0.45

 0.5

 0.55

 0.6

 0.65

 0.7

 0.75

 0.8

 0.85

 0.9

 0  0.2  0.4  0.6  0.8  1

F
ra

ct
io

n 
of

 B
ot

tle
ne

ck
 U

til
iz

at
io

n

Fraction of CETEN Flows

CETEN_A
CETEN_P

Figure 8: Fraction of bottleneck utilized as a function of the
fraction of CETEN �o ws.

that theCETEN�o ws areableto betterusetheavailablecapacity
thanthe non-CETEN�o ws. In addition,�gures 7 and8 together
show thatCETENis obtainingbetterperformancelargelyby utiliz-
ing previously unusedcapacityratherthanstealingcapacityfrom
non-CETENconnections.

Figure8 alsoshows thatCE TE NA is ableto increaseutiliza-
tion until approximatelyhalf theconnectionsareusingCE TE NA ,
afterwhich thebottleneckutilization dropsoff. This suggeststhat
CE TE NA is overly aggressive because�o ws areincreasingp to
the detrimentof performance. CE TE NP doesnot exhibit this
problembecauseit is lessaggressive thanCE TE NA . Theresults
do show that the over-aggressivenessof CE TE NA does(i ) im-
prove overall performanceand(ii ) not greatly impactcompeting
non-CETENconnections.Futurework shouldincludeexperiment-
ing with waysto make CE TE NA lessaggressive andableto bet-
ter usethe bottleneckbandwidth(e.g.,by usinga differentMDF
functionor a differentsetof shapingandboundingparameters).

4.4.2 Fully UtilizedNetwork
Thesecondexperimentis similar to the�rst exceptthatthebot-

tleneckbandwidthis reducedsuchthatthetraf�c patterncanfully
utilize thebottlenecklink. We rantwo setsof simulationswith the
bottleneckbandwidthsetto 5 Mbpsand25 Mbps.Thepacket cor-
ruption ratewas1% for both setsof simulations.Again, we vary
the fraction of connectionsthatuseCETEN (with thebalanceus-

ing stockTCPSACK). This simulationscenariois a casewhenno
mitigation for corruption-basedlossesis needed(or, appropriate)
because(i ) thenetwork is fully utilizedand(ii ) theconnectionsare
all obtainingroughlythesameperformance(i.e.,their“f air share”).
Therefore,we'd like to determinewhetherCETENcausesthenet-
work to divergefrom this “ideal” stateby beingoverly aggressive.
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Figure 9: Stock TCP thr oughput as a function of the fraction
of CETEN �o ws in a network with a 5 Mbps bottleneck.

Figure 9 shows the averageperformanceof stock TCP SACK
connectionsasafunctionof thefractionof competingCETENcon-
nectionsin thecasewhereno “spare”capacityexistsfor a 5 Mbps
bottleneck.Theutilizationof thebottlenecklink is nearlyfull (93–
96%) in all simulationsshown in the �gure. In thesesimulations,
eachconnection's “f air share”of the network is just under4 seg-
mentsperRTT (whentakinginto accountthebandwidth,theRTT
and150packetdrop-tailqueuein therouter).Unlikethecaseof the
overprovisionednetwork presentedin the lastsection,CE TE NP

andCE TE NA no longerperformsimilarly. Theplot shows that
CE TE NA “steals”bandwidthfrom stockTCPSACK, causingup
to anorderof magnitudereductionin theaverageperformanceof a
stockTCPSACK connection.This is causedby theaggressiveness
of CE TE NA creatingadditionallossfor stockTCPSACK. Since
eachconnection's fair shareof thenetwork is lessthan4 segments,
theseadditional lossescauseloss to be repairedvia TCP's RTO
— which is costly from a performancestandpoint. Meanwhile,
CE TE NP achieves roughly ideal friendliness. As illustratedin
�gure 9, CE TE NP deviatesfrom theidealcaseby roughly5%in
theworstcase(when90%of theconnectionsuseCETEN).As we
observed in previous simulations,CE TE NP increasesthe con-
gestionloadonthenetworkattimesby failing to reducethesending
ratewhencongestionoccurs. However, CE TE NP is essentially
forcedinto acongestionresponsewhencongestionis occurringand
persistent.Therefore,in a highly contentiousscenarioasshown in
�gure 9, cwndwill beadjustedroughlyasit is in stockTCPSACK.
In caseswherecorruption-basedlossoccursin a periodwhencon-
gestionis not occurringCE TE NP is moreaggressive thanstan-
dardTCP andthereforestealsa small amountof bandwidthfrom
stockTCPSACK (asshown in the�gure).

Figure10 againshows the averageperformanceof stock TCP
SACK connectionas a function of the fraction of competing
CETEN connections,but with a 25 Mbps bottleneckin this case.
As above, thebottleneckutilization is nearlyfully utilized in these
simulations. Also, in this set of simulationseachconnection's
“f air share”is roughly7 segmentsperRTT (again,taking into ac-
countthe bandwidth,theRTT andthe150packet drop-tail router
queue). The resultswhenusinga 25 Mbps bottleneckarediffer-
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Figure 10: Stock TCP thr oughput asa function of the fraction
of CETEN �o ws in a network with a 25Mbps bottleneck.

ent than thosefound whenusinga 5 Mbps bottleneckabove. In
this case,stock TCP SACK is able to absorbthe aggressiveness
of CE TE NA — due to the larger averagecongestionwindow.
Lossesin theregime illustratedin this �gure do not automatically
trigger theRTO, asin theprevious experiments.CE TE NP per-
forms similarly to the previous friendlinessexperimentsanddoes
not have a large impacton stockTCP SACK performance(� 1%
of ideal).

5. IMPLEMENT ATION ISSUES
The previous sectionshows CETEN to be a promisingmethod

for mitigating the impactof corruption-basedlosson TCPperfor-
mance.However, thereareseveralpracticalconcernsto deploying
CETENin productionnetworks. In this section,we presenta �rst
examinationof someof thesepracticalissues.Thissectionis meant
asan overview of itemsthat will requirecarefulconsiderationto
implementCETEN.Futurework will includea larger analysisof
this space.

5.1 Inf ormation Transmission
As discussedin x 2 CETENrequiresamethodto gatherp ande.

To usea systemsimilar to the variantusedthroughoutthis paper,
CETEN requiresheaderspaceto encodethe corruptionsurvival
probability. This headerspacemost likely needsto be in the IP
headerandcannotbeencryptedwith IPsec[20] sothatintermediate
nodescan accessand updatethe survival probability. A header
optionmaybeaviableapproach(or anIPv6 extensionheader[8]).
Alternatively, CETEN could re-usesomeof the currentbits from
theIP header(e.g.,theIP ID �eld – alsoproposedby a numberof
researchers,suchas [31]). Additionally, a TCP option to encode
the survival probabilitiesandtransmitthemto the TCP senderin
acknowledgmentswouldalsoberequired.

Additional methodsto gatherthe neededinformation are out-
lined in x 2 and deserve consideration,as well — especiallyin
the context of the practical that middleboxes introduce(outlined
in x 2.3).

5.2 Router Assistance
CETENrequiresassistancefrom routersandbasestationsin the

network pathbetweenthe senderandreceiver. Theadditionalre-
quirementson routersaretwofold: (i ) additionalstatewill poten-
tially needto bekeptby therouter/basestationto calculatesurvival
probabilitiesand(ii ) additionalprocessingwill berequiredto cal-

culateandinsertsurvival probabilitiesinto packets traversingthe
router/basestation.

The intermediatenodesin the network that intend to support
CETEN�o ws will have to trackpacketsdroppeddueto corruption
– which is not a requirementof currentrouters. However, many
currentproductionroutersdo keepcountersthat track thenumber
of corruptedpacket arrivalsandthenumberof totalpacket arrivals.
Furthermore,keepingsuchcountersis not a terribly onerousaddi-
tional requirementto placeon intermediatenodesthatdo not cur-
rently keepsuchinformation.

Thesecondrequirementon intermediatenodesis theprocessing
time neededto updatethe survival probability in incomingpack-
ets. To softenthis requirementsomewhat, we note that (as dis-
cussedin x 5.4) global deploymentof CETEN in all intermediate
nodesis not necessary. Therefore,we believe that themajority of
intermediatenodeswill not implementCETENbecausetheir con-
nectedlinks arenot proneto corruption. While this removescon-
cernsaboutCETEN's computationaloverheadin corerouters,the
nodesthatdosupportCETENwill still havetoaccommodateall the
CETEN-awaretraf�c traversingthenode. BecauseeachCETEN-
awarenodegeneratesa corruptionrateaveragedover a relatively
long periodof time, the aggregatecorruptionrateof a particular,
�x ednetwork pathwill changeonly slowly over time. An individ-
ual TCPendpoint,therefore,neednot querythenetwork pathwith
every datapacket andwould only needto sendqueries“every so
often”, greatly reducingCETEN-imposeddemandson the nodes
alongthepath. For instance,a requirementthata routerdealwith
one CETEN requestper connectionevery 10 secondswould not
tax a routernearlyasmuchasa CETEN schemethat requesteda
survival probabilitysampleon every packet. Finally, we notethat
[13] shows that routersgenerallytake very little time to generate
ICMP messages,indicatingthat router's have the someability to
copewith requests(at leastat a low rate). However, thecostmay
increaseif the routerhasto processsuchrequestsfor every TCP
connectiontraversingits link(s).

5.3 Deriving the Corruption Rate
Anotherareaof futurework involvestheexactmethodfor arriv-

ing at thecorruptionrateat a particularintermediatenode,includ-
ing determiningreasonabletimescalesover which to computee.
Is it enoughto just calculatethecorruptionrateevery “so often”?
Shouldthe intermediatenodeimplementsomesortof moving av-
erage? How long of a history shouldthe nodekeep? Similarly,
thoughtis requiredinto how theTCPsendershouldusethee esti-
matefrom thenetwork. ShouldtheTCPsenderjust usethegiven
e? ShouldtheTCPsenderusesomeform of moving averageonthe
e samplesreceived? Over what timescalesshouldp be estimated
by the TCP sender?Shouldp be a cumulative estimatesincethe
beginningof theconnectionor somesortof averageof anumberof
p samples?Thesesortsof openquestionsareleft asfuturework,
but arelikely importantto answerto fully understandCETEN.

Additionally, non-point-to-pointnetworksneedfurtherconsider-
ation. For instance,in somesharedaccesssystems,e will vary be-
tweenvariousend-hosts.Shouldthebasestationjust keepa single
aggregatee in this case?Or, shoulde betrackedon a per-hostba-
sis?Theanswerto thesequestionsis likely to behighly dependent
on the underlyinglink layer technology— showing the necessity
of furthertestingof CETENin morerealisticenvironments.

5.4 IncrementalDeployment
CETENasdescribedin thispaper(i.e.,notCE TE NO ) doesnot

requireall intermediatenodesto beCETEN-aware,whicheasesthe
taskof incrementaldeployment.An intermediatenodewhoselinks
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experienceonly negligible corruptionwill simplymultiply thesur-
vival probability in anarriving packet by roughly1.0– effectively
leaving the cumulative path stateunchanged.Also, when using
CETEN,notall nodesthatattachto corruption-pronelinks needto
supportCETEN for the schemeto be bene�cial. The mitigation
provided by CETEN is proportionalto the numberof intermedi-
atehostsconnectedto corruption-pronelinks thatsupportCETEN.
Therefore,evenasingleCETEN-savvy intermediatenodeatapoint
of heavy corruptioncanbebene�cial to TCPperformance.

5.5 Security Implications
As discussedthus far, CETEN is vulnerableto an “attack” by

thedatareceiver. If thereceiver wereto inform thesenderthatall
the dropson the pathwerecausedby corruptionandnot conges-
tion, thenthereceiver could inducethesenderinto transmittingat
an inappropriatelyhigh rate(to thepoint of effectively turningoff
congestioncontrol). Suchanattackwould allow a receiver to ob-
tain morethanits shareof thenetwork resourcesat theexpenseof
otherconnectionssharingthepath. This attackis similar in spirit
to theschemesdiscussedin [30].

Unfortunately, thisavenueof attackis fundamentalto thedesign
of CETENsincethereceiver is theonly entity in thepaththatcan
characterizethe corruptionstatusof the last link in the path. We
believe thatheuristicscanbedesignedto detectegregiousin�ation
of thecorruptionrateby thereceiver. For instance,thesendercould
comparethe reportedcorruptionratewith the estimatedtotal loss
rate to attemptto detectcheating. Additionally, the sendercould
initialize thecorruptionsurvival probabilityto somerandomvalue
ratherthan1.0 in an effort to prevent the receiver from knowing
wherethe valuestarted;this would make it no longerstraightfor-
wardfor thereceiver to estimatethelossrateandapplythecorrect
transformon the probability to report that all lossesweredue to
corruption.However, thesystemwill likely retainavulnerabilityto
subtlegamingno matterwhatmechanismsareimplementedgiven
thefundamentalrequirementto trustthereceiverto characterizethe
lasthopin thepath.

As alludedto in x 2, gatheringe reportsfrom the intermediate
nodesin the network opensthesenodesup to an additionalav-
enuefor a denial-of-serviceattack. CETEN requiresthat the in-
termediatenodesdo a smallamountof work on behalfof theend-
points.However, anattacker couldpotentiallyleveragethis “small
amount”of work into a largerproblemfor theintermediatenodeby
bombardingthenodewith requestsfor information.

6. CONCLUSIONS AND FUTURE WORK
In this paperwe sketch the CETEN mechanismin theoretical

andpracticaltermsanddiscusspreliminaryexperimentsthatshow
CETENto beapromisingidea.Bothvariantsof CETENshow per-
formancegainsover stockTCPSACK without sacri�cing fairness
to likeconnections.While CE TE NA cannotfully utilize abottle-
neckin somesituations,it doesimprove theutilization over stock
TCPSACK. CE TE NP doesnotimproveperformanceasmuchas
CE TE NA , but competesmorefairly with non-CETENtraf�c.

Thework presentedin this paperis preliminary. In a numberof
ways the simulationspresentedin this paperare idealistic in that
they allow TCPto convergeandthevariousnetwork propertiesare
somewhatconstant.As aninitial stepthis is areasonableapproach.
However, additionalsimulationsareneededto explore theparam-
eter space,including: experimentswith variousMDF functions,
with morecomplex andrealistictraf�c patternsandwith morere-
alistic corruptionmodels. In addition, future work alsoneedsto
includetacklingissuessuchashow oftenthetransportshouldsam-
ple thecorruptionrateof thepath,how theroutersshouldcalculate

their corruptionrate(andon what timescales)andhow to mitigate
thepracticalsecurityconcernsintroducedby CETEN.Finally, the
thorny issuesdiscussedin x 5 requirefurtherstudy.

Finally, we notea moregeneralclassof futurework on thinking
abouthow muchinformationthe internalnodesshouldprovide to
theendpointsin anetwork. Theend-to-endargument[29] suggests
that thenetwork bevery simpleandthe“smarts”be locatedat the
network edges.However, several recentproposalshave suggested
thatinternalnodesprovide theendpointswith variouspiecesof in-
formation (e.g.,ECN [28], XCP [18], QuickStart[16], CETEN).
An overarchingarchitecturalquestionis how muchof this infor-
mationshouldbeprovided?And, if suchinformationis provided,
then what elsemight be useful for the network to provide (e.g.,
informationaboutpacket reorderingor asymmetry)?
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APPENDIX

A. ALTERNATE CORRUPTION MODELS
Thebodyof thispaperutilizesa uniformrandomprocessto cre-

atecorruption-basedlossesfor studyingCETEN.While not realis-
tic, we believe that the key trendsandinsightsgainedfrom these
simulationsare likely to hold acrossalternatecorruptionscenar-
ios. As evidence,we usedns' two-stateMarkov corruptionmodel
to examineCETEN in the faceof bursty corruptionloss. In this
model,all segmentsarriving duringthe“on” periodarecorrupted,
while all segmentsarriving in the “off ” periodarenot corrupted.
The lengthof each“on” and“off ” periodis measuredin time and
determinedusinganexponentialprocesswith meansof X andY
(de�ned below) respectively.

We repeatedthe simulationspresentedin x 4.1 with four sets
of simulationswith theaverage“on” period,X , de�ned basedon
the bottleneckserializationtime correspondingto 1, 4, 8 and16
segments(or, 2.4 ms,9.6 ms,19.2msand38.4ms). Theaverage
“off ” period,Y , for agivensimulationis thencalculatedto provide
thedesiredcorruptionrate,R, asfollows:

Y = (X + f )
�

1 � R
R

�
(4)

With f = 0 in theabove equation,thelink spendstheproperfrac-
tion of timein the“on” and“off ” statesfor thegivenR. However,
theactualmeasuredcorruption-basedpacket lossrateis higherthan
R (for all X valueswe use). The key observation is that each
“on” perioddoesnotdirectly correspondto agivennumberof seg-
ments.For instance,consideran“on” periodto berandomlycho-
senas2.4ms— exactly theserializationtime of a singlesegment.
Chancesarelow thata singlesegmentwill arrive just asthe “on”
period starts. Chancesare much greaterthat when the “on” pe-
riod starts,the latter portion of somesegmentwill be corrupted,
followedby thecorruptionof theearlierpartsof thefollowing seg-
ment. That is, whenthe average“on” periodis N segmentsthen
chancesarethatN + 1 segmentswill becorrupted.Therefore,in
determiningtheaveragelengthof the“off ” periodwe needto take
this into accountby de�ning f astheserializationtime of a single
segment(or, 2.4msin oursimulations).

Figure 11 shows the performanceof single TCP �o w through
networkswith differentcorruptionburstinessproperties.As in �g-
ure 3 from x 4.1, all points shown are the result of 30 random
simulations.Further, thecorruptionrateobserved is veri�ed to be
within 10%of thedesiredcorruptionrate.Theresultsin the�gure
show thesamebasictrendsthatarepresentin thecasewhenusing
the uniformly distributed corruptionmodel. CE TE NA obtains
the bestperformance,followed by CE TE NP , with stockSACK
TCPshowing theworstperformance.In addition,wealsonotethat
eachTCPvariant'sperformancedropsoff asthecorruptionratein-
creases.Finally, theshapeof thedropoff is differentdependingon
thecorruptionpatternemployed— indicatingthattheburstinessof
thelossdoeshave animpactonTCPdynamics.

While therearedifferencesbetweenthe Markov-basedcorrup-
tion modelandtheuniform-basedcorruptionmodelusedin therest
of thispaper, webelievetheresultsbasedontheuniformcorruption
modelarereasonableto gainaninitial understandingof thegeneral
trendsCETEN provides. That said, the resultsin this appendix
clearly show that work on the particularimplicationsof CETEN
in networkswith speci�c link layer technologiesis a rich areafor
futurework.
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(a)Avg. CorruptionTime = 2.4ms(� 1 segment).
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(b) Avg. CorruptionTime = 9.6ms(� 4 segments).
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(c) Avg. CorruptionTime= 19.2ms(� 8 segments).
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(d) Avg. CorruptionTime = 38.4ms(� 16 segments).

Figure 11: Thr oughput of a singleTCP �o w asa function of the corruption rate for various corruption modelsbasedon two-state
Mark ov models.
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