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ABSTRACT

Currentcongestioncontrol algorithmstreat paclet loss as an in-
dication of network congestion,underthe assumptiorthat most
lossesare causedby router queuesover owing. In responseo
losses(congestion) a sendereducests sendingratein an effort
to reducecontentionfor sharednetwork resources. In network
pathswherea non-ngligible portion of lossis causedby paclet
corruption, performancecan suffer due to needlesseductionsof
the sendingrate (in responseo “perceived congestion’thatis not
really happening)This paperexploresatechniquegcalledCumula-
tive Explicit TransporError Noti cation (CETEN),thatusesnfor-
mationprovided by the network to bring the transports long-term
averagesendingrate closerto that dictatedby only congestion-
basedosses.We discussseveral waysthat informationaboutthe
cumulatve ratesof paclet loss due to congestionand corruption
mightbeobtainedrom thenetwork or throughfairly generictrans-
port layer instrumentation.We then explore two waysto usethis
informationto develop a more appropriatecongestioncontrol re-
sponsg CETEN). Thework in this paperis donein termsof TCP.
Sincenumeroudransportprotocolsuse TCP-like congestiorcon-
trol schemesthe CETEN techniquesve presentare applicableto
othertransportsaswell. In this paper we presenearly simulation
resultsthatshov CETENto beapromisingtechniqueln addition,
this paperdiscusses numberof practicalandthorry implementa-
tion issuesassociateavith CETEN.

1. INTRODUCTION

This paperdescribesa techniquefor coping with the potential
suboptimabperformanceausedy thetransporiayer's inability to
derive the reasona paclet is dropped. Today’s transportproto-
colsassumehatpaclet lossis theresultof a queuein the network
over owing dueto congestior{15]. However, this assumptioris
falsewhenlinks in the network path corrupt non-ngligible per
centage®f paclets(which aresubsequentlgroppedto ensurere-
liability). In the caseof purelycorruption-basetbss,thetransport
would ideally continuetransmitting(including retransmittingdata
lost dueto corruptionin the caseof a reliable transport)without
alteringits sendingrate. Assumethe paclet lossrate on a path
is p, which is the sum of the lossrate due to congestionc, and
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the loss rate due to corruptedpaclets, e, sothatp = c+ e.
[25] shavs that TCP throughputis proportionalto pl—ﬁ The goal

of thework outlinedin this paperis to make TCP'sthroughputpro-
portionalto pl—E (i.e., only the portion of the total lossrate caused
by congestion) Thisapproactshouldyield TCP-friendlinessn the
faceof network congestiorwhile increasingl CP's performanceén
thefaceof corruption-basetbss.

Several approachediave beenproposedandinvestigatedn the
literatureto mitigatethe problemscausedy corruption-basetbss,
asfollows.

Fix the errors at the link layer. This mitigation methodcalls for
links with known high corruptionprobabilitiesto repairthe losses
locally usingForwardError Correction(FEC)[2] or AutomaticRe-
peatreQuesi{ARQ) [32]. Thecostof suchrepairmaybealossof
availablebandwidthor theintroductionof new pathdynamics(ex-
tradelay jitter, pacletreorderinggtc.).

Split the transport connection. Thesetechniquesall for intelli-
gententitiesat the end-pointf alink with known high corruption
ratesto silently terminateandre-initiatetransportayerconnections
to hide losseson the errorpronelink from the endpoints.|-TCP
[3] is an exampleof the stratgy. Considerthe caseof a connec-
tion betweena sender S, anda recever, R, that traversesa link
betweerntwo intermediatehosts,| 1 andl,. Onevariantof this ap-
proachcalls for threedifferent transportlayer connectiongo be
establishedtransparentlyo theuser):betweerS andl 1, between
1 andl, andbetween ; andR. This effectively isolatesthe cor
ruption basedossesto the connectionbetweenl ; andl,, which
canbe tunedto dealwith suchlossesin a more aggressie man-
nerthanTCP's standardesponseThis classof mitigationmaynot
work whenpaclet headersare encrypted(e.g., whenusing IPsec
[20)).

Corruption noti cations. Thisclassof mechanismsallsfor send-
ing messagew the sourceor destinatioraddressesf pacletsthat
arefoundto bein error by anintermediatehost. Thesemessages
canbesentin-band(asin [5, 4]) onthenext pacletthatarrivesfrom
the connectionin questionor usingan out-of-bandsignalsuchas
anICMP [26] messageThe messagsenesto indicateto the end-
pointthata corruption-basetbssoccurredwith theimplicationbe-
ing thatthe hostcould continuesendingwithout adjustingits con-
gestioncontrolstate.The downsidesof this strateyy are(i) thatthe
messageare basedon potentially-corruptednformationandthus

2Note: Therearesituationswherebya paclet lossmay, in fact,in-
dicatebothcongestiorandcorruption.For instancea paclet could
be marked asexperiencingcongestiorvia ECN [28] andthenlater
be corruptedanddropped.Also, in somewirelessnetworks, con-
tentionfor the channel(congestionmay ultimately causepaclet
corruption.While thesecasegertainlydesere carefulthought,we
deferthemto future work anddo not considerthemfurtherin this
paper



could be sentto an endpointnot involved in the connectionand
(i) in the caseof out-of-bandmessagesan additionalbandwidth
requirements imposed.

Hybrid schemeshatintermixtheabove stratgieshave alsobeen
developed,suchas TCP snoop[6]. TCP snoopdoesnot split the
end-to-endrCPconnectionbut ratherprovidestransporfayerloss
repairatthe endsof alink thatis known to corruptpaclets,while
alsodelayingthelosssignalfrom reachinghe TCP endpoint. TCP
snoopretainsthe notionthatthe endpointis ultimately responsible
for lossrecovery, while attemptinglocal lossrecovery to obviate
theneedfor end-to-endecovery of lossedueto corruptedpaclets
(which alsopreventsa needlesgongestiorresponse).

In this paperwe offer aninitial studyof anadditionalapproach
for mitigatingtheimpactof corruption-basetbssescalled Cumu-
lative Explicit TransporError Noti cation (CETEN).We sharethe
nameCETENwith anearlierwork [21] thatdevelopedmary of the
conceptsWereferto thespeci ¢ schemausedin theoriginal work
asCETENy in this paper Thekey ideabehindCETEN is that
the mechanismdoesnot attemptto derive the reasonfor speci ¢
paclet losses,but ratherusesaggreate information provided by
the network in anattemptto ensurethat TCP's long-termaverage
sendingrate is appropriatefor the congestionlevel of the current
network. The network providesinformationaboutthe corruption-
basedlossrate,e. The TCP senderusesthis information along
with an estimateof the total lossrate, p, to determinethe fraction
of lossesdueto corruption,§ (and, therefore the fraction dueto

congestiong = BE-%). TCP's congestiorresponses thenaltered
to only take into accountthe congestion-baseldssesvhendeter
mining thesendingrate.

The remainderof this paperis organizedasfollows. x 2 dis-
cussesnethodgor gatheringenoughinformationto estimateboth
thetotal lossrateandits componentsin x 3 we usethe informa-
tion gatheredvia the mechanismsketchedin x 2 to re ne TCP's
congestiomesponséo moreaccuratelye ect only thecongestion-
basedossesx 4 presentgheresultsof preliminarysimulationsof
the CETEN techniques.x 5 discusseseveral implementationis-
sues.Finally, x 6 givesour conclusionsanddiscussesuture work
in thisarea.

2. GATHERING INFORMA TION

The rst problemwe tackleis gatheringall the informationre-
quiredto untanglethe loss story into its componentcauses. For
a static paththroughthe network, total paclet lossrate, p, is the
sumof the pacletlossratedueto congestiong, andthepacletloss
ratedueto corruption(or errors),e. Onceobtained thisinforma-
tion mightbe usedby a TCP sendetto adjustits congestiorcontrol
responseo include only congestionrelatedloss. Unfortunately
the TCP sendehasnoneof the needednformationon hand. The
remainderof this sectiondiscusseyarious potential methodsof
obtainingenoughinformationto drive a bettercongestiorcontrol
response.

2.1 Gathering the Corruption LossRate

As notedin the previous sectionghe TCP endpointshave noin-
formationaboutwhy paclet lossesoccur Thereforeto gure out
thelossratecausedy corruption,g, theintermediatanodesalonga
pathneedto beactively involved. While engagingheintermediate
nodeshasthe potentialto provide arich setof informationit is also
problematicin termsof both performanceanddeplgyment. These
practicalissuesarediscussedurtherin x 5. In the following sec-
tionswe provide ataxonomyof possiblescheme$or endpointsand
intermediatenodesalongthe network pathto interactto provide an

estimateof e to the TCP sender

2.1.1 Out-of-BandRouterQueries

This methodcalls for the TCP senderto issuesomeform of
ICMP [26] queryto eachrouter(via TTL limiting, alatraceoute
alongthe pathrequestinghe corruptionlossrate on the attached
link. Currentroutersgenerallykeepthe countersecessaryo cal-
culatethefractionof corruptedpacletsthatarrive. Theadwantages
of this approachare a rich setof information aboutthe network
pathandno on-the-wirechangedor the network or transportpro-
tocols (i.e., for the paclets of the datatransfer). Changesat the
transportlayer are particularly burdensomesince every transport
protocolwould haveto hbemodi ed. Disadwantage®f ICMP-based
routerqueriesarethat(i) additionaltraf ¢ is requiredto collectthe
information, (ii ) ICMP messagesre unreliable,which will add
compleity to the endhostto robustly obtainthe path's corruption
informationand (iii ) ICMP messagesanbe forged, leadingto a
sendehaving abogusunderstandingf the network properties.

2.1.2 RouterAdvertisement

A closely relatedtechniqueto the abose ICMP request/reply
schemewould be a router adwertisementschemesimilar in spirit
to several IP tracebaclproposalge.g.,[31]). Undersuchascheme
arouterwould simply choosesvery m-th pacletandsendacorrup-
tion estimatefor its link to thesendeof thechoserpaclet. Thead-
vantage®f this schemearesimilar to thoseoutlinedfor the ICMP
request/replynechanisnoutlinedabore. Thatis, thesendegetsa
rich setof informationaboutthe corruptionratewithout changing
the on-the-wirenetwork or transportprotocols. This schemecuts
down onthebandwidthrequiredwhencomparedvith theICMP re-
quest/responsechemesketchedabove dueto theimplicit request.
However, it still requiresextra pacletsto be formedandtransmit-
tedby theintermediatenodes.Theresourcesrefurthercontrolled
by giving theroutersan explicit knobto controlthe overheadi.e.,
m). This schemesxacerbateshe reliability concerngdiscussedn
the last section. Whena senderis makingan explicit requesthe
sendercan reasonabljudge whento sendanotherrequestin the
absenceof a response However, if a routeradwertisemenis lost
the hostwill have to wait for m pacletsto traversethatrouterbe-
fore having anotherchanceat obtainingthe corruptioninformation
for the given link. Finally, router adwertisementsan also suffer
from theICMP spoo ng issueoutlinedabove.

2.1.3 Out-of-BandCumulativeQueries

Another techniquethat can be usedto gathercorruptionrates
from intermediatenodesis out-of-bandcumulativequeries. This
schemes basedon anin-bandversionoriginally outlinedin [21]
(which will be discussedelon). This mechanismcalls for an
ICMP messag¢o betransmittedrom the TCP senders hostto the
TCPrecever's hostthatencodeshe“corruptionsurvival probabil-
ity”. Thecorruptionsurvival probabilityis1 e, or the probability
that a paclet will traversethe entire network pathfrom senderto
recever without beingcorrupted. The sendelinitializes the prob-
ability to 1.0. Eachhop alongthe path multiplies the probability
containedin the ICMP paclet with the corruptionsurvival prob-
ability of the hop's incoming link. The resultthenreplacesthe
probability in the ICMP messagdeforethe paclet is forwarded.
The receving hostthenechoscorruptionreportsto the senderin
anotherlCMP message The key differencebetweenthis scheme
andthemechanismgivenin thelastsectionds thatthe cumulatve
querypushegheaggregationof pathinformationto theintermedi-
atenodeghemselesratherthanrequiringthe TCPsendeto aggre-
gatethe informationfrom multiple queries/adertisements While



the out-of-bandnatureof the schemestill requiresadditionaltraf-

¢, the cumulative notion lessenghis trafc sincea single probe
characterizethe entirepath,asopposedo characterizinglink at
atime, asoutlinedin the schemesbaore. The spoo ng andrelia-
bility concerngliscusse@bove alsoapplyto thismechanism.

An additional point aboutthis cumulatve out-of-bandmecha-
nism is that all the routerson a path are not requiredto support
thesequeries A routerconnectedo links wherecorruptionis neg-
ligible will addnothingto the estimateof the corruptionrate. That
is, the router will essentiallymultiply the value from the ICMP
messagéy 1.0 andre-encodehe ICMP messageTherefore such
routerswould notneedto wasteresourceparticipatingin the effort
to gathere.

Finally, we notethat[19] discussesimilar useof ICMP probing
in the context of determininga numberof differentpathproperties
(MinimumMTU, minimumbandwidthmaximumdelay etc.).[19]
mentionsthat one of the propertiesthat could be collectedusing
ICMP messageis the“maximumerrorrate”, which would exactly
matchthecumulative schemeave outlineherein thecaseof asingle
corruption-prondink in the path.

2.1.4 In-BandRequests

Another option would be requestsattachedo the datapaclets

in the transfer For instance,an IP option could include a TTLO
eld andanempty eld for the corruptionrate. The sendemwould
specifya TTLCin the option. Whena routeralongthe pathdecre-
mentedhelP TTL to thevalueof TTL thentherouterwouldinsert
the probability of corruption-basetbssinto theempty eld in the
IP option. Therecever of the paclet couldthenechothereceved
probability backto the sendeiin ACKs. The sendemwould have to
iteratethrougharangeof TTLs to determinethe corruptionrate of
theentirepath.

This in-bandschemeéhasseveraladvantageougproperties First,
no additionalpacletsarerequiredto be formedandtransmittedn
the network, sincethe reportsarepiggybacled on TCP segments,
sarzing network resources.While routersstill have to do work to
procesghein-bandrequestghe work is not likely asintensve as
forming up a new paclet. Thereportsare morereliablethanthe
out-of-bandschemedgliscussedibore. Reportson datasegments
arereliablein thatif the datapaclet is lost the retransmitcanbe
usedto requesthe informationagain. Thereportsthatareechoed
on ACKs arenotreliablesinceACKs canbelost with little conse-
qguencein TCP. However, sendingreportson multiple ACKs will
increasethe chancesof the TCP sendergetting the information
(similar to the way selectve acknavledgmentq22] andECN [28]
congestionindicationsare senton multiple ACKs for robustness
purposes). Finally, routersthat are not connectedo corruption-
pronelinks do not needto participatein this scheme(sincesuch
routerswould be sendinga “no corruptionloss” reportaryway).

This in-bandschemehasdisadwantagesaswell. With the out-
of-bandschemesheintermediatenodecaneasily nd therequests
for corruptioninformationin thetrafc stream(dueto the ICMP
paclet types). When usingthe in-bandschemeany paclet could
containa requestfor corruptioninformationandthereforepartic-
ipating intermediatenodeswill have to examineall paclets. The
in-bandmechanisnalsosuffersfrom concernsover forgedreports.
However, theseconcernsare somevhat mitigatedbecausean at-
tacker would have to form an acknavledgmentthat is consistent
with a given TCP connection.This reduceshe chanceof a blind
attackagainsthe TCP connectionvhencomparedo blind attacks
usingoneof the out-of-bandschemepresentecbove.

2.1.5 In-BandCumulativeQueries

A nal classof stratgiesfor gatheringcorruptioninformation
from the intermediatenodesis to usein-bandcumulative queries.
This schemecombinegheideasfrom x 2.1.3andx 2.1.4. Thein-
formationgathereds cumulative, but ratherthanusinglCMP mes-
sagesthe corruptionsurvival probability is encodedn a eld or
optionof thedatapacletsandreturnedn a eld or optionin ACK
paclets. This notionwasusedin [21]. The prosandconsof this
schemeareasdiscusse@boein x 2.1.3andx 2.1.4

2.2 Estimating the Total LossRate

At rst glanceit appearsasthoughTCP would have an accu-
rate estimateof the total lossrate,p, since TCP is a reliable pro-
tocol thatretransmitssegmentsthatarelost (for whatever reason).
However, TCPis oftentoo aggressie in its lossrecovery behaior
which leadsto unnecessaryetransmissions[1] presentdnternet
measurementbatshav asimplecountof retransmissiongrovides
only a grossestimateof thelossrate. For instance[1] shavs that
TCP Renos retransmissiomateis morethan 10% higherthanthe
actuallossratein two-thirdsof thetransfersstudiedandin 16% of
the transfersmorethantwice asmary retransmitsasarerequired
aresent. Theresultsfor TCP SACK arebetter shaving a median
differenceof 2% betweertheretransmissiomateandthe lossrate
and75%of theconnectionspuriouslyretransmittingho morethan
10%of thetime. Giventheinaccurag of usingtheretransmission
countasp we explore severalmethodgor obtainingmoreaccurate
informationin thefollowing sections.

2.2.1 SendesSideEstimation

Oneapproacho obtainabetterestimateof p is to have thesender
infer thelossratevia theretransmissiogount,aswell asadditional
informationthat might be available. For instance, TCP's DSACK
option[12] callsfor thereceverto reportduplicateseggmentarrivals
to the senderThe sendercould usethis informationin conjunction
with theretransmissiowountto calculatea moreaccurateestimate
of thelossrate’. Evenwithout DSACK, TCP canusehints from
the ACK streamto infer that a sgmenthasbeenreceired more
thanonce.Forinstancesinceaneedlessetransmidoesnotupdate
ary stateattherecever a duplicateACK (or an ACK with no new
SACK information)is transmittedy therecever. Thiscases more
complicatedhanthe DSACK casebecaus@aduplicateACK canbe
sentfor severalreason@ndthereforethe TCP sendemustattempt
to derive the causeof theduplicateACK.

[1] providesthe detailsof a sendersidelossestimationscheme
(known asLE AST), assketchedabore. In addition,[1] presents
Internetmeasurementshaving thatestimatingthelossratewithin
10% of thetrue lossrateis possiblein over 90% of the transfers
(regardlessof TCP variantemplo/ed). Furthermorewhen using
DSACK aTCPsendeis ableto estimatewithin 1% of thetrueloss
ratein over 97% of the transfersand within 10% of the true loss
ratein over 99%of thetransfers.

In the context of CETEN, accuratelyestimatingthe total loss
ratefrom TCP sendemwith no additionalprotocolmachinery(ala
LE AST) is ideal. The outstandingguestionwith using sender
sideestimationis whethertheaccurag is “good enough”.

3DSACKs arenot sentreliably andthereforean exact determina-
tion of thelossrateis not alwayspossibledueto ACK lossin the
network. In addition, spuriousretransmissionsire not the only
causeof DSACKSs. Paclet duplicationin somenetwork element
couldalsocausesuchbehaior, for instance.



2.2.2 ReceivesSideEstimation

An alternateto senderside estimationis for therecever to esti-
matethe lossrateandtransmitthe informationbackto the sender
in ACK paclets. Thisis analogoudo the approactusedin TFRC
[11, 14] for rate-basedongestioncontrol. Sucha schemecould
disreggard spuriousretransmitsn the loss estimate. On the other
hand,simply countingsegmentsthatarrive out of ordermay cause
anoverestimatef thelossratedueto paclet reorderingn thenet-
work [7]. Finally, in the CETEN context arecever-basedossesti-
matorwould needa nev TCP optionto corvey the lossrateto the
sendeffor usein adjustingthe congestiorresponse.

We are not aware of ary concreteschemefor accuratelyesti-
matingthelossratefrom the TCPrecever's vantagepoint. Future
work couldincludedesigningsuchaschemendcomparingheac-
curay with thatof LE AST. In addition,sucha schemewvould be
of generalusein network monitoring— evenif it wasnot usedfor
CETEN.

2.2.3 EndpointCoopeation

A third classof methodsto gatherthe total lossrateis to usea
cooperatie countingmechanisnbetweenthe TCP senderandre-
ceiver. Suchamechanisnwould call for thesendeto keeptrackof
thetotal numberof segmentssent,Ss, within aparticularsequence
range.Thesendemwould thenquerytherecever for thetotal num-
ber of sggmentsthatarrived, Sa, in the givensequenceange.The
numberof lossesin the given rangeis then easily determinedas
Ss Sa. Theadwantageof this schemdies in its simplicity and
robustness.

One disadantageof this schemeis that additionalstateis re-
quiredat boththe senderandrecever — although,we expectthata
simpletableof countersdoesnot represent high barrierto using
sucha scheme.Anothercostof this methodis thatadditionalon-
the-wire protocol machineryis requiredto exchangeinformation
aboutthe numberof sggmentsthatarrive attherecever.

2.2.4 QueryingRoutes

A nal classof schemego obtainan estimateof p would be to
querytheroutersalonga givennetwork pathasdiscusse@bove in
termsof gatheringe. To gatherthe total lossratea schemecould
eithergatherp directly or gatherc and calculatep asc + e. The
variousclasse®f mechanismsliscussedn x 2.1 (in thecontext of
determininge) with theirassociatedostsandbene tswould apply
to gatheringcongestiorinformationor total lossrates,aswell.

[21] discusses particularcumulative in-bandversionby gath-
ering ¢ from the network in the context of CETEN. The notionis
similar to thatdiscussedn x 2.1.5in thata new headereld is in-
troducedhatrepresentshe congestiorsurvival probability (1 ¢),
whichis initialized to 1.0 by the TCP senderEachhopupdateghe
valuein thepaclet basedn their level of congestionThevalueis
echoedbackto thesendein ACK paclets.

Onepracticaldisadwantageof countingon helpfrom therouters
to determinep or c is thatall therouters mustparticipateor thees-
timateswill enduplow andthe congestiomesponsavill notbeac-
curate.As discussedbore ubiquitousdeploymentis not required
whenqueryingroutersfor corruptioninformationonly. In practi-
cal terms, ubiquitousdeploymentis a signi cant disadwantageto
relying on helpfrom intermediatenodesto determinep or c.

2.3 Practical Concems

A numberof the schemesketchedin the previoustwo sections
querytheintermediatenodesin the network for information— ei-
ther via headeroptionsor ICMP messagesAbove we have dis-
cussedheidealistictradeofs in differentgatheringechniquege.g.,

additionalbandwidthrequirementys. easeof nding information
requests)However, thereareanothersetof tradeofs thatalsocome
into play if thesetechniquesvereto be usedin realnetworks. The
Internethasevolved awvay from its textbook descriptionin a num-
ber of areador mary reasonsA casein pointis thatmiddleboxs
cancauseunexpectedbehaior. [23] outlinesexperimentsto over
80,000web senersthat provide two key ndings thatimpactthe
informationgatheringechniquepresentedbove.

Roughly 17% of the web senerstesteddo not supportPath
MTU Discovery (PMTUD) [24] dueto ICMP pacletsbeing
discardedy anintermediatenode. (30% of thewebseners
did notattemptPMTUD andso,17%is alower bound.)

Whenanunde nedIP option(simulatingafreshlymintedIP
option) is includedon the SYN sggmentsentby the client,
70% of the connectioninitiations fail, comparedwith 2%
whenno IP optionsareincluded.

Thesetwo ndings will ultimatelyimpacton the way protocols
and protocol extensionsare designed. And, in particular if the
techniquesutlinedin this paperareever to deplo/ed theseissues
will haveto betackled.

2.4 ChoosingGathering Techniques

TheCETENo schemd21] gatheredestimateof bothc ande
via cumulatve in-bandqueryingof theroutersin a particularpath.
Thesevalueswere computedby routersusinga fastmoving aver
age.

Thework presentedhn this papergatherse usingthe cumulative
in-bandqueryingtechnique(from x 2.1.5). We madethis choice
mainly dueto the low overheadand easeof implementation.We
do not necessarilyarguethatthis techniquewould be the bestpath
forwardfor realimplementationsOur goalin this paperis to gain
aninitial understandingf hov CETEN techniquesnaywork and
notto do ne-grainedengineeringf protocolextensions For gath-
eringp we implementthe LE AST algorithmsin the TCP sender
(asdiscussedn x 2.2.1). We considerthis to be more practical
for CETEN thanto require assistancdérom all the routersalong
a pathfor CETEN to work properly In addition,usingLE AST
is morepalatablefrom a deploymentstandpointhanthe recever
basedschemeor the cooperatie countingtechniquedue to the
communicationrequirementghesesolutionsimpose. However,
future work could include comparingCETEN when using total
loss information gatheredin differentwaysto gaugehow sensi-
tive CETEN is to the accurag of the p estimates.In contrastto
CETENoy, becauseur estimateof p is along-termaverage we
alsouselong-termaveragef e which hastheadwantageof easing
somecomputationaburdenon routersaswell.

3. ANEW CONGESTION RESPONSE

As discussedbore, TCPperformancénasbeenshavn to bepro-
portionalto pl—ﬁ wherep is thetotal paclet lossrate. However, by
gatheringinformation aboutthe component®of p, asdiscussedn
thelastsection,our goalis to changeTCP's congestiorcontrolre-
sponseo be proportionalto pl—E wherec is the congestion-based
lossrate.As furthermotivation, gure 1is alog-log plotthatshavs
the performancepredictedby the TCP model[25] asa function of
p. The network is assumedo have a round-trip time (RTT) of
0.5 secondsand the modeledTCP hasa maximumsegmentsize
(MSS) of 1460bytes. The performances given for both a stock
TCPandanalternateT CPthatis ableto determinethat75%of the
paclet lossis causedy corruption(i.e., g = 0:75). Asshavnin
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Figure 1: Performance computed using Padhye's TCP model
with and without packet corruption being treated as conges-
tion.

the plot, a TCP that canderive the true congestiorrate from the
overall lossrateenjoys performancéoene ts.

While TCP's ultimateperformances well modeledby the TCP
equation,the formula is not directly implementedin the proto-
col. Therefore simply replacingp with c asin theabove idealized
analysisis not feasiblé. TCP's sendingrateis controlled using
a congestion window (cwnd which dictatesthe numberof sey-
ments that can be transmittedinto the network beforereceiing
anacknavledgment. TCP obeys additive-increasemultiplicative-
decreas€AIMD) congestiorcontrol [15]. In the absencef loss,
the TCP senderincreasesswnd by roughly 1 segmentper RTT.
When loss is obsered the TCP senderhalves cwnd Thesein-
crease/decreaskecisionaltimatelyyield performancehatis pre-
dicted by the TCP model. The next two subsectiongxplore two
differentmethodsfor altering TCP's congestiorcontrol decisions
in anattemptto obtainperformancehatis consistentvith thecon-
gestionlevel in the network ratherthanthetotal lossrate.

3.1 Probabilistic Response

First we explore a schemethat probabilistically performsmul-
tiplicative decreasegdenotedCETENp . In this schemea coin
is weightedwith the probability of losing a segmentdueto con-
gestion,¢. Eachtime stock TCP would multiplicatively decrease
cwnd thecoinis ipped. If the ipped coinlandsonthe“conges-
tion” side,thenthe TCPsendedecreasethecwndby half (i.e.,the
standardnultiplicative decrease)Otherwisethe TCP senderdoes
notchangahecwndatall. Thenotionis thatthelong-termaveiage
behaior of the TCPwill becorrect.Thatis, theconnectiorwill re-
ducethe cwndin roughlytheright numberof caseoverthecourse
of the connectiorsothatthe congestiomesponsés approximately
proportionalto 91—5 For instance assumel0% of the losseson a
particularconnectiorarecorruption-basedn this casejn roughly
10%of thecasesvhenTCPwould normallyreducecwnd(andthus
its sendingrate)by half, cwndis not alteredat all, andthe sending
rateis not reduced. [9] provides an analytic analysisthat shavs
CETENGp tobeproportionalto .

“For rate-basedtransporiprotocols suchasTFRC[11, 14], simply
replacingp with c is the naturalandappropriateapproach.

STCP actually trackscwnd in termsof bytes. However, we use
segmentsin thediscussiorin this paperfor simplicity.

3.2 Adaptive Response

Next we introducea CETEN variantthatusesadaptiveconges-
tion window reduction, denotedCETE N4 . Ratherthan proba-
bilistically choosingwhetherto reducecwnd (by one-half)or not,
CETENA reduceshecwndoneverylossevent,but by anamount
thatmaybelessthanthestandarane-half.Speci cally, CETENa
useghefractionof losscausedy corruptionto determinghe mul-
tiplicative deceasefactor (MDF) accordingo thefollowing equa-
tion:

1+ (&)
2 @
Then andk parametersillow for the shapingandboundingof the

multiplicative decreaséactor Eachtime acurrentTCP multiplica-
tively decreaseswnd thefollowing reductionis usedinstead:

MDF =

cwnd = cwnd MDF 2)
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Figure 2: Multiplicati ve decreasefactor as a function of the
fraction of corruption-basedlosses.

Figure 2 shavs the MDF asa function of £ for variousn and
k values. Whenn = k = 1, the MDF exactly counteractghe
negative performancempactcausedoy corruptionbasedossand
provides TCP with the sametheoreticalperformanceasthe case
whenonly the congestion-baselbssis present(this is shovn an-
alytically in [9]). Whenall lossis dueto congestionthe standard
MDF of % is used,whereaswvhenall lossis dueto corruption,no
decreasén cwndis performed MDF=1.0).

A simpleway to make the MDF moreconserative is to increase
n, asshavninthen = 2;k = 1 casein gure 2. In this casethe
MDF is still linearasthefractionof corruption-basetbssincreases
from 0.0to 1.0. However, theamountTCPwill reducethewindow
is morethanin then = k = 1 case— to the point of always
requiringareductionin cwndevenwhenall lossis causedy paclet
corruption.Suchan MDF functionwill still shav suboptimalTCP
performancen thefaceof corruption-basetbss,but obtainbetter
performancehanstandardr CPwith anMDF x edat0.5. Another
methodto make the MDF more conserative is to usek to shape
thefunction. For example the MDF canbe shapedasshavn in the
n = 1;k = 2caseon gure 2. In thiscaseatlow corruptionrates,
CETENA, is moreconserative, but at high corruptionratesthe
MDF grows morerapidly.

Any continuousmonotonically-increasindunction that is no
moreaggressie thanthen = k = 1line on gure 2 andis based



on £ canbe usedto determinethe MDF. Thereare tradeofs no
matterwhatfunctionis considerecandan in-depthcomparisorof
MDF functionsis beyond the scopeof this paper Therefore for
theremaindeof this paperwe will useequationl withn = k=1
asthe MDF.

4. PRELIMIN ARY SIMULATIONS

This sectionoffers preliminaryns-2 simulationsof CETE Np
andCETENa. All simulationsconsistof a senderandrecever
separatetby two routers.Thelinks betweerthe endpointsandthe
routershave bandwidthf 1 Gbpsandone-vay propagatiordelays
of 3 ms. Thelink betweerthe routershasa bandwidthof 5 Mbps
anda one-way propagatiordelay of 40 ms. The drop-tail queues
in therouterscanhold 150 paclets. The TCPsuseSACK [22, 10],
DSACK [12], adertisedwindows of 500paclets,amaximumseg-
mentsizeof 1460bytesanddelayedACKswith a100msheartbeat
timer. TheTCPsenderaisetheDSACK variantof theLE AST al-
gorithmto estimatethe total lossrate[1]. All simulationsrun for
1 hourto assesshe long-termsendingrate of TCP with CETEN.
Corruption-baseé@rrorsareintroducedvia a uniform randompro-
cesonthelink betweertheroutershroughaprogrammabl@aclet
corruptionrate. Using a uniform randomprocessfor generating
corruptionbasederrorsis not terribly realistic. However, for this
initial evaluationwe did not wantto focuson ary particularlink
technology Thatsaid, AppendixA providesresultsfrom simula-
tionsinvolving variousburstylossmodels;theresultsaregenerally
consistentvith thoseof theuniformlossprocessThereforefor the
resultspresentedn thebody of the paperwe utilize only auniform
loss model and note that evaluating CETEN undermore realistic
conditionsis future work. The routersin our network do not at-
temptto dynamicallyassesshe corruptionrate,but ratherjust use
the programmeccorruptionrate. x 5.3 discusseshe needfor fu-
turework in this area. The corruptionratesettingis veri ed to be
within 10% of the obsered corruptionratein all simulations. Fi-
nally, eachpoint on the plots presentedn this sectionrepresents
themeanof 30 randomsimulationruns.
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Figure 3: Performanceof asingleTCP o w asafunction of the
corruption rate.

4.1 SingleFlow Simulations

Figure 3 shavs TCP performanceas a function of the corrup-
tion rate for a simple simulation scenarioconsistingof a single
TCP ow. Paclet corruptionis appliedonly to datapaclets. The

8 http://wwwiisi.edu/nsnam/

“Stock SACK” line ontheplot shavs thegoodputof unalteredl CP
SACK. As expected the goodputof TCP dropsasthe numberof
lossedncreasgno matterwhatthe cause).

Next we considerthe CETENa resultsreportedin gure 3.
CETENA, is ableto obtain betterperformancethan stock TCP
acrossabreadthof corruptionrates.While thegoodputbtainecby
CETENAa decreaseasthecorruptionrateincreasesthe goodput
obtainedby CETEN at high corruptionratesis still roughlyan
orderof magnitudemorethanstock TCP SACK. The fundamental
causeof thereductionin goodputasthecorruptionrateincreasess
lost retransmitawvhich requirethe expiration of the retransmission
timer (RTO) in orderto repairwhenusingns sadl TCP variant
(asoutlinedin [10]). The ring of the RTO timer effectsgoodput
in threeways. First, theidle time spentwaiting for the RTO to re
representsnissedopportunitiesto transmitdata. Second,during
thisidle period TCPis wastingopportunitieso increaseewnd Fi-
nally, whenthe RTO res the TCP senderclearsits “scoreboard”
of collectedSACK informationperRFC2018[22]. Thereforethe
TCP sendertransmitsa burst of paclets (allowed becausee=pis
closeto 1.0, meaninglittle cwnd reductionoccurs)startingat the
currentcumulatve ACK point regardlessof whetherall of these
pacletsrequireretransmissionThe sggmentsthatareunnecessar
ily retransmittedepresentvastedbandwidththatcould have been
putto betteruse.Theprobabilityof losingagivenpacletandits re-
transmissioris O(p?), which explainswhy the goodputreduction
increasessthe corruption-ratencreases.

Congestion Window

cong congcorr cong cong
Time

Figure 4: Example evolution of cwnd over time (with losses
noted astick marks on the x-axis).

The nal line on gure 3 shavs the goodputof the CETENp
variant. As shavn, CETENp performsbetterthan stock TCP
SACK, but notaswell asCETENa. The causeof the discrep-
ang in performancéetweerCETENp andCETEN4 in these
simple simulationsis CETE Np 's lack of bacloff in certaincir-
cumstancesTo illustratethis, gure 4 shavs the evolution of the
cwndover time for a standardl CP connection(without CETEN).
The plot shavs ve loss points, which are marked with ticks on
thex-axis. Thethird lossis causedy paclet corruptionwhile the
remaininglossesare causeddy congestion.In the absencef cor
ruptionIossesthecwndnaturallyoscillatesbetween‘% andW, as
expected At point“A”, however, the TCPexperiencescorruption-
basedoss.This causeshecwndto bereducedy half. Whenusing
CETENS, “A” isadecisionpointwherethe TCP ips aweighted
coin. Regardlesof the outcomeof thecoin ip, theTCPwill con-
tinuetransmissionvith noadditionalproblem.However, thatis not
thecaseatpoint“B”. Whenthe TCP experiencedossatpoint“B”,



(the network's limit) andCETENp ips the coin, therearetwo
possibleoutcomes:;congestioror corruption. Whenthe coin lands
on“congestion” theconnectiorwill reducecwndby half andcon-
tinue transmissiorasshawvn in the diagram. Whenthe coin lands
on“corruption”, the connectiorwill notreducecwndandcontinue
transmission.However, sincecwndis W, the saturationpoint of
thenetwork, andis notreducedadditionallosseswill occur. These
losseswill trigger additionalcoin ips until a coin ip eventually
forcesthe TCPsendetto reducecwnd
Figure4 shavsthelimited utility of CETE Np in networkswith

little or no multiplexing. In otherwords,in somecasesSCETENp
ultimately hasno choiceon whetherto reducecwnd Therefore,
the fraction of the casesn which not reducingcwndactuallyaids
performances lessthanpredicted.Putanothemway; if 10%of the
lossis dueto corruptionthenthe TCP sendemill be ableto avoid
reducingcwndby half on the orderof 1% of thetime. CETEN»p
maywork betterin networkswith a higherdegreeof statisticaimul-
tiplexing thanthatusedin the simplesimulationspresentedbove.
In suchcaseswhen a congestionloss happensjt doesnot nec-
essarilymeanthat ary given TCP will be the predominantcause
of the congestion.Hence,aslong assomenumberof competing
o ws slow down, aparticularCETENpF 0w may not be forced
to reducecwndon congestion-basedss.

4.2 Simulationswith Competing Traf®c

Our secondset of simulationsinvolves a more comple trafc
patterndesignedo explore CETEN in an ervironmentwith com-
petingtrafc. Thesesimulationsinvolve one TCP connectionin
eachdirectionacrossour network. We provide resultsfor only one
of thetwo TCPconnectiongn this paperhoweverwe notethatboth
TCP connectiongerformsimilarly. In addition,5 on/off constant
bit-rate(CBR) o ws areconstructedn eachdirection. TheseCBR

o ws have on andoff timespicked randomlyfrom an exponential
distributionwith ameanontime of 2.5secondsindameanoff time
of 10secondsWhenon,eachCBR o w transmitsat1 Mbps(one-
fth of thebottleneckbandwidth).Thecorruptionrateis appliedto
all traf ¢ in this setof simulations.
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Figure 5: TCP goodputin a congestednetwork as function of
the corruption rate.

Figure5 shavs the TCPgoodputobtainedn simulationsnvolv-
ing competingtrafc asa function of the corruptionrate applied
to the network. The“Stock SACK” line shaws the performanceof
stock TCP SACK. As in thelastsection the performancalropsas
thetotal lossrateincreasesasexpected.

CETENA shows largely the samecharacteristicsn gure 5

asdiscussedn x 4.1, obtainingup to an order of magnitudebet-
ter performancehanstock TCP. The performancelegradationof
CETENA, asthecorruptionrateincreasesiasthreefundamental
causes.First, a portion of the performancedegradationis appro-
priate sincethe network is congestedandthereforethe TCP con-
nectioncannotexpectto utilize the full capacity The plot illus-
tratesthispointin shavingthatCE TE N doesnotutilize thefull
capacityeven whenthereis little or no corruption-basedoss (in
contrastto the resultsshavn in x 4.1). The secondcauseof the
performancelegradationis ACK loss.TheLE AST algorithmfor
estimatinghetotallossratedepend®nreceving DSACK noti ca-
tionsfrom therecever. WhentheseACKsarelost,thesendepover-
estimateshe total lossrate (which, in turn, decreasethe MDF).
The nal causeof performancedegradationfor CETE N4 is lost
retransmitsasdiscussedn x 4.1.

As in thesingle o w tests,CETE Np shavs improved perfor
mancewhen comparedo stock TCP SACK while not enhancing
goodputasmuchasCE TE N4 . Thesuggestiornin thelastsection
that CETENp would work betterin an ervironmentwith some
statisticalmultiplexing seemgo betrue. However, CETENp is
still susceptiblgo situationswherethe choiceof whetheror notto
reducecwndis effectively takenaway from the TCP sender

4.3 FairnessSimulations

The simulations presentedabore shav that both variants of
CETEN offer performancebene ts in networks with a non-ng-
ligible amountof corruption-basetbss.\We now turn our attention
to a preliminary analysisof the dynamicsof CETEN in the pres-
enceof morethanone TCP connectionsharingthe network path.
Over a commonnetwork path, TCP hasbeenshavn to converge
to a statewhereall connectionseceve their “f air share”,or about
& -th of the availablebandwidthwhenN TCP connectionsreac-
tive (which our resultsalsocon rm). To investigatethe impactof
CETEN on this propertyof TCR, we usesimulationsthat utilize
the samesetupusedin the lasttwo sectionswith a differenttraf c
mix. In this sectionwe exploresimulationswith 10and50 compet-
ing TCPconnectionsunningin eachdirectionacrosoursimulated
path.All connectionsun the sameT CP variant. To asses$airness
we useJain's fairnessndex [17]. Theindex is computedas:

. . . — i=1
f(X1;X2;  ;Xn) = 3 (3)
i=1

wherex; is the total numberof bytestransferredby connection
i andn is the total numberof connectionsn the simulation. A
fairnessindex of 1.0 indicatesthat each o w transmitsthe exact
samenumberof bytes.

Figure 6 shavs the averagefairnessindex for the 10 and 50
connectiorsimulationsasa function of the paclet corruptionrate.
Theseplotsleadto severalobsenrations:

Whenthecorruptionrateis lessthanor equalto 10%,all TCP
variantsstudiedachieve fairnessndicesof roughly0.95-1.0,
indicating that the bandwidthis being sharedroughly equi-
tablyamongsall the o ws (in bothsetsof simulations).

Whenthe corruptionrateis in the 0-10%range,stock TCP
SACK is morefair thaneitherCETEN variantat mostpoints
studied. The throughputdifferencebetweenconnectionss
dueto CETEN's aggressieness(and sometimesver-agg-
ressvenessas will be shavn in the next section)causing
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Figure 6: Averagefair nessindices.

more spreadin the performanceattained. However, the re-
ductionin fairnessover stockTCP SACK doesnotrepresent
asigni cant departurdrom theway stockTCP SACK shares
thebottleneck.

Corruptionratesof greaterthan 10% causedegradationin
fairnessacrossall variantsof TCPtested.As the paclet cor
ruptionrateincrease$rom 10%to 20%,stockTCP SACK's
fairnessindex dropsby roughly 0.2 (in both setsof simula-
tions). As outlinedin x 4.1,asthelossrateincreasesTCPis
more proneto relying on the retransmissiotimer (RTO) to
repairloss. Oncein this small cwndregime, TCP's perfor
manceis moreproneto vary basedon the speci c losseshe
connectiorexperiencesTherefore competingT CPsbehae
differentlybecause¢hey areexposedo variouslossamounts
and patterns- eachof which hasa large impacton perfor
mance.CETENp generallytracksstockTCP SACK when
thecorruptionrateis morethan10%becaus@f CETENp 's
susceptibilityto being forced to reducecwnd in high loss
ervironmentsand thereforebehae roughly asa stock TCP
ow. CETENGp is not quite asproneto reducingcwnd as
stockTCPSACK andtherefords ableto keepthecwndalit-
tle largerandshav aslightincreasen fairnessCETENa
is generallymore aggressie thanstock TCP SACK andso
is not as likely to fall into the small cwnd regime where
performances dictatedby speci c lossevents. Therefore,
CETEN, isableto betterkeepits fairnesshigh becausaill
the connectiondene t from stayingout of the small cwnd
regime..

Generallythe CETEN schemesave fairnesscomparableo (or
only slightly lessthan)that of stock TCP at the lower error rates.
At the higher error rates, CETENp is slightly more fair than
stock TCP, asboth experiencefastdegradationsn fairnesswhile
CETENA 'sfairnessndex is shavn to beabit morerobustto high
errorrates.

4.4 Friendliness Simulations

The simulationspresentedn the last sectionshav that both
CETENp andCETEN, leavethemultiplexing abilitiesof TCP
intact when TCP is competingonly with like ows. In this sec-
tion we exploreafurtherquestiorasto whetherT CPsenderaising
CETENmodi cations competein a “friendly” mannerwith stock

TCP sendersWe considerttwo differentnetwork conditionsin this
section.The rst conditionis whene is high enoughto ensurethat
the aggrgatestock TCP SACK trafc from all ows on the net-
work cannotconsumethe bottleneckbandwidth. The secondcase
we explore is a casewhen the aggr@ate stock TCP SACK traf-
¢ cansaturatethe available capacityregardlessof the corruption
lossespresentin the network. We establishideal friendliness”as
the averagestock TCP SACK performancewvith no CETEN o ws
arepresenin thenetwork. We would hopethatthe performancef
stock TCP SACK would not deviate from this idealwhenCETEN
o ws areintroducednto the network.

4.4.1 UnderutilizedNetwork

Our rst experimentinvolvesthe samedumbbelltopologyused
in our previous simulations.In the rst setof simulationswe ini-
tiated50 TCP connectionsll from the sameendpointandapplied
a corruptionrate of 1% to the datapaclets. The numberof con-
nectionautilizing CETENvariesfrom 0—50with stock TCP SACK
sendersnaking up the remainderof the connections.The simu-
lationsrun for 5 minutes. The bottleneckbandwidthin this setof
simulationsis 100 Mbps (which is approximatelytwice the capac-
ity thatcanbe consumedy 50 stock TCP SACK o ws with the
givenRTT andcorruptionrate).

Figure7 shavs the averagethroughputof the stock TCP SACK

o ws as a function of the fraction of CETEN ows used. The
plot rst shavsthatCETENp andCETENA performsimilarly.
Also, theplot shawvs thattheaverageperformancef thestock TCP
SACK o ws decreaseasthe numberof CETEN o ws increases
(by roughly 10% when90%of the o ws useCETEN).Thereason
for the performancedegradationis that CETEN is more effective
in utilizing the available capacity Therefore, CETEN generates
congestion-baselbsseswheretherewere nonewithout CETEN.
Therefore the total lossrateis increasedandp is whatdetermines
stock TCP SACK performance The point where40% of the con-
nectionsuseCE TE N, is clearlyanoutlier onthe plot. We have
not yet beenableto nail down a causeof this anomaly However,
we notethatthepointis only acoupleof percentageointsdifferent
from wherethe point “should be” andthereforedoesnot presenta
large problemfor CETENA . We will continueto searchfor the
sourceof thisoutlier.

Figure 8 shavs the bottleneckutilization as a function of the
fractionof CETEN o ws active in the network. This gure shavs



112000
110000}
108000f.,
106000/

1040001

102000} .
100000} g
98000}

Ideal Friendliness

96000 CETEN_A -mrtrree
CETEN P -weerseeee

94000 : = :

01 02 03 04 05 06 07 08 09
Fraction of CETEN Flows

Avg. Stock TCP Throughput (Bps/Flow)

Figure 7: Stock TCP throughput as a function of the fraction
of CETEN o wsin anetwork with a 100Mbps bottleneck.

0.9
085}
08}
075}
07}
0.65|
06}
055}
05
0.45 )"
0.4

Fraction of Bottleneck Utilization

0 0.2 0.4 0.6 0.8 1
Fraction of CETEN Flows
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fraction of CETEN o ws.

thatthe CETEN o ws areableto betterusethe available capacity
thanthe non-CETEN o ws. In addition, gures 7 and 8 together
shav that CETEN!s obtainingbetterperformancéargely by utiliz-
ing previously unusedcapacityratherthan stealingcapacityfrom
non-CETENconnections.

Figure8 alsoshavs that CETE N, is ableto increaseutiliza-
tion until approximatehhalftheconnectiongreusingCETE N4,
afterwhich the bottleneckutilization dropsoff. This suggestshat
CETENA, is overly aggressie becauseo ws areincreasingp to
the detrimentof performance. CETENp doesnot exhibit this
problembecausét is lessaggressie thanCETENa . Theresults
do shaw that the overaggressienessof CETENa does(i) im-
prove overall performanceand (ii ) not greatly impactcompeting
non-CETENconnectionsFuturework shouldincludeexperiment-
ing with waysto make CETE N, lessaggressie andableto bet-
ter usethe bottleneckbandwidth(e.g., by usinga different MDF
functionor a differentsetof shapingandboundingparameters).

4.4.2 Fully Utilized Network

The secondexperimentis similar to the rst exceptthatthebot-
tleneckbandwidthis reducedsuchthatthetrafc patterncanfully
utilize the bottlenecKink. We rantwo setsof simulationswith the
bottleneckbandwidthsetto 5 Mbpsand25 Mbps. The paclet cor
ruption ratewas 1% for both setsof simulations. Again, we vary
the fraction of connectionghatuseCETEN (with the balanceus-

ing stockTCP SACK). This simulationscenarids a casewhenno
mitigation for corruption-basedossesis needed(or, appropriate)
becauséi) thenetwork s fully utilizedand(ii ) theconnectionsre
all obtainingroughlythesameperformancti.e., their“fair share”).
Thereforewe'd like to determinewhetherCETEN causeghe net-
work to diverge from this “ideal” stateby beingoverly aggressie.
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Figure 9: Stock TCP throughput as a function of the fraction
of CETEN o wsin anetwork with a5 Mbps bottleneck.

Figure 9 shaws the averageperformanceof stock TCP SACK
connectionssafunctionof thefractionof competingCETENcon-
nectionsin the casewhereno “spare” capacityexistsfor a5 Mbps
bottleneck.Theutilization of the bottlenecHink is nearlyfull (93—
96%)in all simulationsshavn in the gure. In thesesimulations,
eachconnectiors “fair share”of the network is just under4 sey-
mentsper RTT (whentakinginto accountthe bandwidth the RTT
and150pacletdrop-tailqueuen therouter).Unlike thecaseof the
overprovisionednetwork presentedn the lastsection,CETENp
andCETENa nolongerperformsimilarly. The plot shavs that
CETEN, “steals”bandwidthfrom stockTCP SACK, causingup
to anorderof magnitudereductionin theaverageperformancef a
stockTCP SACK connectionThisis causedy theaggressieness
of CETEN, creatingadditionallossfor stockTCP SACK. Since
eachconnectiors fair shareof thenetwork is lessthan4 segments,
theseadditionallossescauselossto be repairedvia TCP's RTO
— which is costly from a performancestandpoint. Meanwhile,
CETENp achievesroughly ideal friendliness. As illustratedin

gure 9, CETENp deviatesfrom theidealcaseby roughly5%in
theworstcase(when90% of the connectionsiseCETEN).As we
obsered in previous simulations,CETENp increaseghe con-
gestionoadonthenetwork attimesby failing to reducehesending
ratewhencongestioroccurs. However, CETENp is essentially
forcedinto acongestiomesponssvhencongestions occurringand
persistentThereforejn ahighly contentiouscenaricasshavn in
gure 9, cwndwill beadjustedoughlyasit isin stockTCP SACK.
In casesvherecorruption-basetbssoccursin a periodwhencon-
gestionis notoccurringCETENp is moreaggressie thanstan-
dard TCP andthereforestealsa smallamountof bandwidthfrom
stockTCP SACK (asshavn in the gure).

Figure 10 againshaws the averageperformanceof stock TCP
SACK connectionas a function of the fraction of competing
CETEN connectionsput with a 25 Mbps bottleneckin this case.
As above, the bottleneckutilization is nearlyfully utilizedin these
simulations. Also, in this set of simulationseachconnectiors
“fair share”is roughly 7 sgmentsper RTT (again,takinginto ac-
countthe bandwidth,the RTT andthe 150 paclet drop-tail router
queue). The resultswhenusing a 25 Mbps bottleneckare differ-
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Figure 10: Stock TCP thr oughput asa function of the fraction
of CETEN o wsin anetwork with a 25Mbps bottleneck.

ent thanthosefound whenusinga 5 Mbps bottleneckabove. In
this case,stock TCP SACK is ableto absorbthe aggressieness
of CETENA — dueto the larger averagecongestionwindow.
Lossedn theregimeillustratedin this gure do notautomatically
triggerthe RTO, asin the previous experiments. CETENp per
forms similarly to the previous friendlinessexperimentsand does
not have a largeimpacton stock TCP SACK performance 1%
of ideal).

5. IMPLEMENT ATION ISSUES

The previous sectionshavs CETEN to be a promisingmethod
for mitigating the impactof corruption-basetbsson TCP perfor
mance.However, thereareseveral practicalconcerngo deplo/ing
CETEN: in productionnetworks. In this section,we presen@a rst
examinationof someof thesepracticalissuesThis sectionis meant
asan overviev of itemsthatwill requirecareful consideratiorto
implementCETEN. Futurework will include a larger analysisof
this space.

5.1 Information Transmission

As discussedn x 2 CETENrequiresamethodto gathemp ande.
To usea systemsimilar to the variantusedthroughoutthis paper
CETEN requiresheaderspaceto encodethe corruptionsurvival
probability This headerspacemostlikely needsto be in the IP
headeandcannotbeencryptedvith IPsed20] sothatintermediate
nodescan accessand updatethe survival probability A header
optionmaybeaviableapproachor anlPv6 extensionheadei8]).
Alternatively, CETEN could re-usesomeof the currentbits from
thelP headel(e.g.,thelP ID eld —alsoproposedyy a numberof
researcherssuchas[31]). Additionally, a TCP optionto encode
the survival probabilitiesandtransmitthemto the TCP senderin
acknavledgmentsvould alsoberequired.

Additional methodsto gatherthe neededinformation are out-
lined in x 2 and desere considerationas well — especiallyin
the contet of the practicalthat middleboxs introduce(outlined
in x 2.3).

5.2 Router Assistance

CETENTrequiresassistancérom routersandbasestationsin the
network pathbetweerthe senderandrecever. The additionalre-
quirementson routersaretwofold: (i) additionalstatewill poten-
tially needto bekeptby therouter/basestatioto calculatesurvival
probabilitiesand(ii ) additionalprocessingvill berequiredto cal-
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culateandinsertsurvival probabilitiesinto paclets traversingthe
router/basestation.

The intermediatenodesin the network that intend to support
CETEN o wswill haveto trackpacletsdroppeddueto corruption
— which is not a requiremenbf currentrouters. However, mary
currentproductionroutersdo keepcountersthattrack the number
of corruptedpaclet arrivalsandthe numberof total paclet arrivals.
Furthermorekeepingsuchcounterss not aterribly onerousaddi-
tional requiremento placeon intermediatenodesthatdo not cur
rently keepsuchinformation.

Thesecondequiremenbnintermediatenodess the processing
time neededo updatethe survival probability in incoming pack-
ets. To softenthis requirementsomeavhat, we note that (as dis-
cussedn x 5.4) globaldeploymentof CETEN in all intermediate
nodesis not necessaryTherefore we believe thatthe majority of
intermediatenodeswill notimplementCETEN becauséheir con-
nectedinks arenot proneto corruption. While this removescon-
cernsaboutCETEN's computationabverheadn corerouters,the
nodeghatdosupportCETENwill still haveto accommodatell the
CETEN-avaretrafc traversingthe node. BecauseeachCETEN-
aware nodegenerates corruptionrate averagedover a relatively
long period of time, the aggreate corruptionrate of a particular
x ednetwork pathwill changeonly slowly over time. An individ-
ual TCP endpointtherefore neednot querythe network pathwith
every datapaclet andwould only needto sendqueries‘every so
often”, greatly reducingCETEN-imposeddemandson the nodes
alongthe path. For instance a requirementhata routerdealwith
one CETEN requestper connectionevery 10 secondsvould not
tax a routernearlyasmuchasa CETEN schemehat requestecg
survival probability sampleon every paclet. Finally, we notethat
[13] shaws that routersgenerallytake very little time to generate
ICMP messagesindicatingthat routers have the someability to
copewith requestqat leastat a low rate). However, the costmay
increasdf the routerhasto processsuchrequestdor every TCP
connectiortraversingits link(s).

5.3 Deriving the Corruption Rate

Anotherareaof futurework involvesthe exactmethodfor arriv-
ing atthe corruptionrateat a particularintermediatenode,includ-
ing determiningreasonabldimescalesover which to computee.
Is it enoughto just calculatethe corruptionrate every “so often™?
Shouldthe intermediatenodeimplementsomesort of moving av-
erage? How long of a history shouldthe nodekeep? Similarly,
thoughtis requiredinto how the TCP sendershouldusethe e esti-
matefrom the network. Shouldthe TCP sendefjust usethe given
e? Shouldthe TCPsendeusesomeform of moving averageonthe
e samplesreceved? Over what timescaleshouldp be estimated
by the TCP sender?Shouldp be a cumulatve estimatesincethe
beginning of the connectioror somesortof averageof anumberof
p samples?Thesesortsof openquestionsareleft asfuture work,
but arelikely importantto answerto fully understandCETEN.

Additionally, non-point-to-poinhetworksneedfurtherconsider
ation. For instancejn somesharedaccessystemse will vary be-
tweenvariousend-hosts Shouldthe basestatiofjust keepa single
aggr@atee in this case?0r, shoulde betracked on a perhostba-
sis?Theanswerto thesequestionss likely to be highly dependent
on the underlyinglink layertechnology— shaving the necessity
of furthertestingof CETENIin morerealisticervironments.

5.4 Incremental Deployment

CETENasdescribedn thispaper(i.e.,not CE TE N ) doesnot
requireall intermediatenodego be CETEN-avare,whicheaseshe
taskof incrementabeployment. An intermediatenodewhoselinks



experienceonly nggligible corruptionwill simply multiply thesur
vival probabilityin anarriving paclet by roughly 1.0 - effectively
leaving the cumulatie path stateunchanged. Also, when using
CETEN, notall nodesthatattachto corruption-prondinks needto
supportCETEN for the schemeto be bene cial. The mitigation
provided by CETEN is proportionalto the numberof intermedi-
atehostsconnectedo corruption-prondinks thatsupportCETEN.
ThereforegvenasingleCETEN-savy intermediatenodeatapoint
of heavy corruptioncanbebene cial to TCP performance.

5.5 Security Implications

As discussedhusfar, CETEN is vulnerableto an “attack” by
the datarecever. If therecever wereto inform the sendetthatall
the dropson the pathwere causedby corruptionandnot conges-
tion, thenthe recever couldinducethe sendeiinto transmittingat
aninappropriatelyhigh rate(to the point of effectively turning off
congestiorcontrol). Suchan attackwould allow a recever to ob-
tain morethanits shareof the network resourcest the expenseof
otherconnectionsharingthe path. This attackis similar in spirit
to the schemesliscussedn [30].

Unfortunatelythis avenueof attackis fundamentato thedesign
of CETEN sincetherecever is the only entity in the paththatcan
characterizehe corruptionstatusof the lastlink in the path. We
believe thatheuristicscanbe designedo detectegregiousin ation
of thecorruptionrateby therecever. Forinstancethesendercould
comparethe reportedcorruptionrate with the estimatedotal loss
rateto attemptto detectcheating. Additionally, the sendercould
initialize the corruptionsurvival probabilityto somerandomvalue
ratherthan 1.0 in an effort to prevent the recever from knowing
wherethe value started;this would make it no longer straightfor
wardfor therecever to estimatethe lossrateandapplythe correct
transformon the probability to reportthat all losseswere due to
corruption.However, thesystemwill likely retainavulnerabilityto
subtlegamingno matterwhatmechanismsreimplementedyiven
thefundamentatequiremento trustthereceverto characterizéhe
lasthopin the path.

As alludedto in x 2, gatheringe reportsfrom the intermediate
nodesin the network opensthesenodesup to an additional av-
enuefor a denial-of-serviceattack. CETEN requiresthat the in-
termediatenodesdo a smallamountof work on behalfof the end-
points. However, anattacler could potentiallyleveragethis “small
amount”of work into alargerproblemfor theintermediatenodeby
bombardinghe nodewith requestgor information.

6. CONCLUSIONS AND FUTURE WORK

In this paperwe sketchthe CETEN mechanismin theoretical
andpracticaltermsanddiscusspreliminaryexperimentghatshav
CETENto beapromisingidea.Bothvariantsof CETENshawv per
formancegainsover stock TCP SACK without sacri cing fairness
to like connectionsWhile CETEN cannoffully utilize abottle-
neckin somesituations,it doesimprove the utilization over stock
TCPSACK.CETENp doesnotimprove performancesmuchas
CETENA , but competesnorefairly with non-CETENtraf c.

Thework presentedn this paperis preliminary In a numberof
ways the simulationspresentedn this paperareidealisticin that
they allow TCPto convergeandthevariousnetwork propertiesare
somavhatconstantAs aninitial stepthisis areasonabl@approach.
However, additionalsimulationsare neededo explore the param-
eter space,including: experimentswith various MDF functions,
with morecomple andrealistictraf ¢ patternsandwith morere-
alistic corruptionmodels. In addition, future work also needsto
includetacklingissuesuchashow oftenthetransporshouldsam-
plethecorruptionrateof thepath,how theroutersshouldcalculate
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their corruptionrate (andon whattimescalesandhow to mitigate
the practicalsecurityconcernsgntroducedby CETEN. Finally, the
thorry issuediscussedn x 5 requirefurtherstudy

Finally, we notea moregeneraklassof futurework on thinking
abouthow muchinformationthe internalnodesshouldprovide to
theendpointsn anetwork. The end-to-endagument29] suggests
thatthe network be very simpleandthe “smarts”be locatedat the
network edges.However, several recentproposalshave suggested
thatinternalnodesprovide the endpointswith variouspiecesof in-
formation (e.g., ECN [28], XCP [18], QuickStart[16], CETEN).
An overarchingarchitecturalquestionis hawv much of this infor-
mationshouldbe provided? And, if suchinformationis provided,
thenwhat else might be useful for the network to provide (e.g.,
informationaboutpaclet reorderingor asymmetry)?
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APPENDIX
A. ALTERNATE CORRUPTION MODELS

Thebody of this paperutilizesa uniform randomprocesso cre-
atecorruption-basetbssedor studyingCETEN. While notrealis-
tic, we believe thatthe key trendsandinsightsgainedfrom these
simulationsare likely to hold acrossalternatecorruptionscenar
ios. As evidence,we usedns two-stateMarkov corruptionmodel
to examineCETEN in the faceof bursty corruptionloss. In this
model,all sggmentsarriving duringthe “on” periodarecorrupted,
while all segmentsarriving in the “off” period are not corrupted.
Thelengthof each“on” and“off” periodis measuredn time and
determinedusingan exponentialprocessvith meansof X andY
(de ned belaw) respectrely.

We repeatedhe simulationspresentedn x 4.1 with four sets
of simulationswith the average“on” period, X , de ned basedon
the bottleneckserializationtime correspondingo 1, 4, 8 and 16
segments(or, 2.4ms, 9.6 ms, 19.2msand38.4ms). The average
“off” period,Y , for agivensimulationis thencalculatedo provide
thedesiredcorruptionrate,R, asfollows:

v=x+f) LR @)
R

With f = 0in theabove equationthelink spendghe properfrac-
tion of timein the“on” and“off” statesfor thegivenR. However,

theactualmeasuredorruption-basegacletlossrateis higherthan
R (for all X valueswe use). The key obseration is that each
“on” perioddoesnotdirectly correspondo a givennumberof seg-

ments. For instance consideran“on” periodto be randomlycho-
senas2.4ms— exactly the serializationtime of a singlesegment.
Chancesarelow thata single sggmentwill arrive just asthe “on”

period starts. Chancesare much greaterthat whenthe “on” pe-
riod starts,the latter portion of somesegmentwill be corrupted,
followedby the corruptionof the earlierpartsof thefollowing seg-

ment. Thatis, whenthe average“on” periodis N segmentsthen
chancesrethatN + 1 segmentswill be corrupted.Therefore,n

determiningthe averagelengthof the “off” periodwe needto take
thisinto accountby de ning f asthe serializationtime of a single
segment(or, 2.4msin our simulations).

Figure 11 shaws the performanceof single TCP ow through
networkswith differentcorruptionburstinesgpropertiesAsin g-
ure 3 from x 4.1, all points shavn are the result of 30 random
simulations.Further the corruptionrateobseredis veri ed to be
within 10% of the desiredcorruptionrate. Theresultsin the gure
shav the samebasictrendsthatarepresenin the casewhenusing
the uniformly distributed corruptionmodel. CETENa obtains
the bestperformancefollowed by CETENp , with stock SACK
TCPshaving theworstperformanceln addition,we alsonotethat
eachTCPvariants performancelropsoff asthecorruptionratein-
creasesFinally, the shapeof thedropof is differentdependingon
thecorruptionpatternemplo/ed— indicatingthatthe burstinesof
thelossdoeshave animpacton TCP dynamics.

While thereare differencesbetweenthe Markov-basedcorrup-
tion modelandtheuniform-basedorruptionmodelusedin therest
of thispaperwe believe theresultsbasedntheuniformcorruption
modelarereasonabléo gainaninitial understandingf thegeneral
trendsCETEN provides. That said, the resultsin this appendix
clearly shaw that work on the particularimplicationsof CETEN
in networks with speci c link layertechnologiess arich areafor
futurework.
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